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IBTRODUCTION TO CRYPTdiOCFY - VI 
William F. Friedman 



This lecturejT the sixth and last in this series, deala with cryptology In 



the period from the en d of World War I to the end of World Var lYKUnclasslfled 
Material «flyj emhMlefln thu lgtgr^l* upon ecmunleatloM security 
(COMSEC) not only because in the fire preceding lectures the emphasis was 
placed very largely upon communications intelligence (CCMHT) but also because ,. 
although not aa spectacular as CCMIHT, In the final analyaie^CCBSBC la really 
more vital to Rational Security than CCMIHT . 

X X X X K K v 

IhlB, the sixth and final lecture in this series on the history of 
cryptology, vill he devoted to a presentation of the events and developments of 
significance or importance in that history from the end' of World War 1 to the 
and of World War II. 

It would he entirely too ambitious a project even to att emp t t> compress 

i 

within a lecture of only 50 minutes all that should or could he told in that 
B^Kirt at our Mrtory crrotolo^ tt a nMMU. houever, It cen be «ld ,, 
that the most significant and important events and developments during that 

quarter of a century were directly concerned or connected with the advances made 

\ 

in the production of more complex mechanical, electrical, and electronic 
cryptographic apparatus in order to increase or to facilitate greater cryptosecurity 
<*<«.«» erypteocrmruacatlon., the caueodteut adwhce. In the 

production of more sophisticated mechanical, electrical and electronic cryptanalytlc 



f-r 



apparatus in order to speed up or to make possible the solution of enemy 
c ccHBuni catlons produced hy their increasingly complex cryptographic machines. 
These two phases are inter-related because , to use a e^ort of simple analogy, 
cryptography and cryptanalysis represent the obverse and reverse faces of a 
single coin/ and it would he nice if 1 could go into some detail in regard to 
these increasingly complex matters hut security considerations prev e nt ay doing 

SO. 

As to advances in the development and use of more complex or more 
sophisticated cryptographic apparatus I will only note at this point a comment 
which General Omar Bradley makes in his quite hut very interesting book entitled 



ft 

A 



A Soldier* s Story 



9 / 



A 



y Hew York: Hoary Holt and Co., 1951, page hjk 
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Signal Corps officers like to remind ns that "although Congress 
can make a general. It takes ccanmnlcatians to make him a commander." 

It is presumptuous to amend General Bradley's remark but this Is hov Z wish 

he had worded it: 

Signal Corps officers like to remind ns that "although Congress 
can make a general, It takes rapid and secure c omaunicati ons to make 
him a good ecranander." 

This will in fact he the keynote of this lecture. In other words, 
communications security, or CGMSEC, will be its main theme and the one X wish 
to emphasise. 

But before coming to that port of our history perhaps a bit more attention 
must be devoted to events and developments of cryptanalytlc significance or 
importance during the period 1S&8 to 1946. By far the mast spectacular and 
interesting of these are the one which were so fully and disastrously disclosed 
by the various investigations conducted by the Army and Navy very secretly 
't&lle World War II was still in progress, and both secretly and openly after 
the dose of hi still ties. The investigations ware intended to ascertain why 
our Army and Navy forces in Hawaii were caught by surprise by the sneak attack 
on Pearl Harbor by the Japanese on the molding of 7 December 1941. Hiey were 
also intended to ascertain and pin the blow on whoever was responsible for the 
debacle. I don't think I should even attempt to give you ny personal opinion 
on these complex questions, which were studied by seven different boards within 
the Services and finally by the Joint Congressional Committee on the Investigation 
of the Pearl Harbor Attack . I mentioned the latter Investigation in my first 
lecture and now will add to what I then said. The committee began its work 
early in September 1945 with secret hearings, but on TO days subsequent to 
15 November 1945 up to and including 51 May 1945,, open hearings were conducted, 
in the course of which seme 15,000 pages of testimony were taken and a total of 
183 exhibits received incident to an examination of 43 witnesses. In July 1946 
the committee put out a final Report of 530 pages containing Its findings, 
conclusions and recommendations. The Report was accompanied by a set of 39 
volumes of testimony and exhibits* The Report was really not a single report: 
there was one by the Majority (signed by six Democratic and two Republican 
members), and one by the Minority (si^ied by two Republican members ) . The 
Minority Report was not nearly as long as that of the Majority but it brought into 
focus certain troublesome points which still foam the subject of acrimonious 
discussions and writings by those who believe the attack was "engineered? by 
President Roosevelt, and that certain authorities in Washington were as culpable 
as were certain companders in the Army end in the Uavy in Hawaii. 
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For this lecture, however, it is an interesting fact that both the Majority 
and Minority Reports contain gloving tributes to the role played by CCMUff before 
and daring our participation in World War ZZ. In my first lecture, (NSA 
Technical Journal, Voi* IV, No. h, Oct 1959# P- 5)# I presented a brief 
v 7 extract in this regard^taken frcn the Majority Report^ hut here is vhat the 
Minority Report says on the subject:? 

6. through the Arty and Navy intelligence services extensive Information 
was secured respecting Japanese war plana and designs, by intercepted 
and decoded Japanese secret message, which indicated the growing danger 
of var and increasingly after Kwcafocr £5 the jnsdnoage of a Japanese' 
attack*' ' 






With 
services 



extsv^urdinary 



ski ll, seal, and watchfulness the intelligence 
. Corps fcavy Office of ifevnl' tfqaatu^ea^lons 



broke Japanese' codes sad' intercepted messages Wfcween ibe l/spanes'e! 
Government and its ffieg~ajift agents end embassadors ln ^UpartB~gr 
■worHi and supplied the hjflh authorities In Washingtcp^^^^^^^^B 



the 



e secret 



inforaaiioh regpeciing Japanese fligiwan, decisions, sM operatlcma at 
Bhcg ST In the United States . inkrthar naaffifarlea V Althou^i there "" 

; ^21 J " T i ff di6Uya ^ the . ihe 

JBiftciilidted to those hlgk I 

jjjjh clearly Indicated the I 
on var hefcare December t. lyQj 



Although references to COMINT abound in the Report of the Majority 




as well as In the Report of the Minority, there are also many references 
having to do with COMSEC in both Reports, as well as In the 30 accompanying 



volumes of testimony and exhibits* Some technical misconceptions with re- 



gard to those subjects are there, too, and X will only comment that it is 
quite comprehensible that there should be some on the part of laymen, but 
to encounter a serious one in a book by an experienced high-level commander 



in World War II is a bit disconcerting* Listen to this paragraph from a 

\«/ 

recent book by one such oonmaader: 

r 

' The argument has been made that we could net afford to let the 
Japanese know we had broken their code. But this argument against a 
Presidential warning does not hold water* It was not a move matter 
of having broken a speeifio eodej what we had dene was to devise a 
machine which could break any (author* s emphasis) oode provided it was 
fed the right combinations by our extrmeely able and gifted cryptographers* 
The Japanese kept changing their codes throughout the war anyway* And 
we kept breaking then almost as a natter of routine. 

I don’t know where General Wedsmeyer obtained his information about 

that wonderful machine he mentions. 1 Imagine that there are many other 



persons who think there is such a machine because of all they hear and see 
about those marvelous "olortronlc brains" which are capable of performing 
such amasing feats in solving all kinds of problems, including mathematical 
one*. I daresay 1 won't be wrong in assuming that many of you do indeed 
wish there were such a machine d0||0hat mentioned by General Wedemoyer* Nobody 
doubts that electronic digital computers can do lots cf things in cryptologic 
research, and many persons- entertain speculations as to the role they may 
play in their possible applications in ocn&eetion with such research in 
future wars* But let's leave such speculations, interesting as they may be, 
and continue with our history af past applications. Let's first dispose of some 
comments in the COMINT area of that history not only On the events preceding 
the Paarl Harbor attack, but also An the htsfcsn q c military, naval and air op- 
erations which ensued in the Paaifio as well as in the European Theatres* 

You will recall that in my first lecture 1 called to your attention an 
artiole which appeared in the 17 December 1945 issue of TIMS magaxine, and 
which ins based upon a latte r th at the late General Marshall wrote tcuGovernor 
Dewey, Republican candidate for President in the 1944 campaign* Here's hew the 



fa'' 






, two principals look ed at thc^.||||^^. l)* In the letter. Thich^p* ^^^^ 

N V The 79th Congress, 2nd Session, Senate Document No, 244, Washington: The 
Government Printing Offioe, 1948, p* 232. 

V Ibid, page 514* 

Wedemoyer, General Albert C. WedeorySr Reports. New York* Henrv Holt and 
Company, 1953, p* 430, 



3 
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27 September 1944, and was hand-carried by Colonel Carter W* Clarke, a 
high-level officer in Army G-2, to Governor Dewey, General L5arahs.ll begged 
the Governor to say nothing during the oampaign about a oertoin piece of 
very vital infonaapton whiah had become known to the Governor, it having 
been "leaked” to him by persona unknown and unauthorised to disclose it* 

The information dealt with the fact that U* S, Government authorities had 
been reading Ja panose oodes and ciphers before the attack on Pearl Harbor, 

The points i&ioh General Marshall wanted to convey were that not only was 
the "leaked" information true, but much more important were the facts that 
(1) the war was still in progress; (2) the Japanese were Btill using certain 
of the pre-Pearl Harbor cryptosystems; and (3) the U, S. Government was still 
reading highly-sooret Japanese messages in those systems, as well as highly- 
secret messages of other eneasy governments. The refor e, it was absolutely 
vital that' Governor Dewey not use the top secret information as political 
ammunition in his campaign* 

- After merely glancing over the first .two paragraphs of the letter. 
Governor Dewey handed it back to Colonel Clarke with the comment that he did 
not wish to read any further, whereupon there was nothing for Colonel Clarke 
to do but return iuuediately to 'Washington, Here's a photograph of the Col- 
onel (Pig, 2), Judging by tho scowl on his handsome oountenanoe I think it's 
possible that the picture was taken when he got baok to his desk in the Pen- 
tagon, Well, General Marshall made certain changes in the opening pfwn graphs 
of the letter and again Colonel Clarke hand-carried it to the Governor, who 
then read the tfiole of it. In ay first lecture X said that X might later 
give further extracts from TIME'S account of this episode but there isn't time. 
Instead, however, I've put the whole account in an appendix to the present 
lecture. The Marshall-Dewey correspondence is so important in cryptologic 
history that I have deemed it useful to put the whole of it also in the Appendix, 

The information disclosed during the various official investigations 

COMINT 

of the attack on Pearl Harbor, so far as concerns the important A achieTament e 
of the Army and the Navy before and after that attack, was classified inform- 
ation of the very highest security level, and the disclosures wore therefore 
highly detrimental %o our national security. Much has been written about them, 
since the end of hostilities and although all that formerly top seoret inform- 
ation is now in the public domain, fortunatoly very few details of technical 
~L 
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significance or talus oan be found therein* Hints and even blunt statements 
about the great role played by COMINT in U* S. military, natal and air opera- 
tions are found in books and artioles published by U, S« Government off! otjfes 

and Alter lean, officers, as well a a by officers of the beaten Japanese, Goman, 

' \( 

and Italian armed forces, time at my disposal permits citing only a few examples. 



As regards disclosures by N*S* Government officials and officers, 1 oan 
begin -with those of the late !&•* Cordell Bull, who was Secretary of State at 
the time of the Pearl Harbor atta.dk. In his memoirs are many references (over 
a dozen d eems) to the contents of intercepted and solved Japanese Foreign 
Office messages*^ Ihe late Mr* Henry L* Stinson, Secretary of War at that time, 
mokes clear references in his autobiography to COMIHT successes and crur failure 
to use them prior to the attaok^Br, Herbert Peis, mho was Mr, Hull’s adviser 
on international economic affairs from 1937 to 1943,aand from 1944 to 194® was 
Hr* Stinson's Special Consultant, has a good deal to say abbut the rele playyd 
by "Magic" in a book written as a member of the Institute for Advanced Study, 
at Princeton* Admiral Ximmol, one of the two commanders in Hawaii at the time 
of the attack, in defending himself in his book, oites many "liagio" messages. 
And Major General Sherman Miles, head of G-2 at the time of the attack, has 

w 

much to say about "Magic" in an article published in 1948* As regards dis- 
closures by former enemy officers, the following are of particular interest 
because they concern the Battle of Midway, which is considered the one that 
turned the tide of war in the Pacific from a possible Japanese victory to on* 
of ignominious defeats 



v A good blbligraphieal survey of items concerning tho attack up to the year 
1955 will be found in the followings Morton, Louis, "Pearl Harbor in Perspective," 
TT,S* Naval Institute Proceedings, Vol* 81, Ho, 4, Whole No* 626, April 1955, pp.461-8, 

^ The Mtwirs Of Cordell Hull, New Yorks Tho J&oMillan Co„ 1948, Vol* 21, pp* 
998,1013, logs, 1055, 1080, 1068, 1068, 1074, 1077, 1087, 1092, 1095, 

1096, 1099-1100, # 

\§/Stiason, Henry L*, and MoGeorge Bundy, foi Active Service in Peaoe and War, 

New York; Harper & Brothers, 1947* pp* 391-4, 464-5. 

^FeiS, Herbert, The Road to Peay! Harbor, Princoton: The Princeton University 
Press, 1950, p* vil*,' and ppY 219-&46, passim* (See index under "Magie" on p,350*) 

"'Ip^Kimmel, Husband E, , Admiral giimwTs Story, Chicago: Henry Hegnary Co*, 1954* 

^/ittles, Sherman^ "Pearl Harbor in Retrospect," The Atlantis Monthly, Vol* 182, 

Ho, 1, July 1948, pp* 65-72, 



r 




concur#, for it is beyond the slightest possibility of doubt ■that the ■■ 
advance discovery of the Japanese plan to attack vas the foreoest jHj 
single and isnediate cause of Japan's defeat. Viewed from the Jap* 
anese side, this success of the enemy's intelligence translates itself 
Into a failure on our part * a failure to take adequate precautions 
for guarding the secrecy of our plans. Had the secret of our intent 
<■ to invade Midway been concealed with the sane' thoroughness as the plan 
to attack Pearl Harbor, the outcome of this battle might veil have 
been different. A But it was & victory of American intelligence in a much 
. broader sense than 4ust this. Equally as important aa the positive 
"■ ya d v aa & e aenta of the enemy’s intelligence on tills occasion vas the x 
negatively bad and ineffective functioning of Japanese intelligence^^ 

It is the second extract above vhioh is of special interest to us at the 

moment, and, in particular, the portion which refers to "the negatively bad 

and ineffective functioning of Japanese intelligence." She author is, I 

think, a bit too severe on the Japanese Intelligence organisation. X say 

thlt because their cryptauialystawere up against much more sophisticated 

) 

cryptosystem* than they dreamt of; or were qualified to solve. In fact, even 
if they had been extremely adapt la cryptanalysis It would have been of no 
avail - U. S. high-level communications were protected by cryptosystems of 
very great -security. 

This brings us to a phase of cryptology which is of highest importance - 
the phase which deals with communications security, or CCMSEC, and X shall 
confine myself largely to its development and historical background in our 
Armed Forces. The background is a very broad one because it should include 
the background of the developments of each of the three components of 
QQfflEC, viz, (l) cryptosecurity, (2) transmission security, and (3) physical 
security of or y ptomaterials. But since tine is limited and because X think 
you would be more interested in the phases pertaining to cryptosecurity, X will 
emit further references to the other two components, or to the history of their 
development. And even in limiting the data to crypto security, X will have 
opportunity only to give seme of “the hi flights of the development of the 
items that comprise our present cryptomateriale , omitting comments on the 
history of the development and inprovanent of our techniques, procedures 
and practices, all of which ere extremely important. 

X shall begin the story with a definition which you will find In any 
good English dictionary, a definition at the word "accident”. You will get 
the point of what may seem to you right now to be merely another of ay 
frequent digressions from the main theme, but if it be a digression X think 
you will nevertheless find it of Interest. The word "accident" in Webster's 



Unabridged Dictionary is defined as follows: 

12 fej&ray, 'aKe Battle that Doomed Japan: The Japanese Wavy's Story , by Matsuo 

arid yrqtAfl'aka Qkwmiya., U. S. Naval Institute Publication, Annapolis, 1955 
up. 131 /and 232. Admiral Morison actually wrote: "Midway was a victory of 



Intelligence breavely and wisely applied.” See Vcl. IV of his History of U. S . 

tions In the Pacific:" Coral Sea, Midway and Submarine Actions, May 



New Y 
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1, Literally, a befalling} 

a. An event that takes place without one's foresight or expectation; 
an undersigned, sudden, and unexpected /event . 

b. Hence, Often, an undesigned and unforeseen occurence of an 
afflictive or unfortunate character; a adshp£> resulting in injury 
to a person or damage to a thing; a casualty; as, to die by an 
accident. 



There are further definitions of the word but what I've given is sufficient 
for our purposes. But why define the word? What has it to do .with CCHSEC? 

During our participation in World War II, the President of the United 
States, accompanied by many of his highest-level military, naval and civilian 
assistants, Joturneyed several times half-way around the world. He and they ' 
Journeyed in safety— neither he nor they met with an “accident". Here’s a ^ 
picture taken at the Ca s a bl an c a Conference in January I 9 U 3 . (Fig. 4) . 

Imagine tide disaster it would have been if the plane carrying this distinguished 
group had been shot down and lost in the Atlantic or the Mediterranean. On the v 
other hand. In April 1943* Admiral Iaoroku Yamamoto, Commander In Chief of the 
Combined Fleet of the Japanese Imperial Navy started out on what was to be Just 
an ordinary inspection trip but , turned out to be a one-way trip for him. Hera's 
a good picture of the Admiral (Fig. 5), who was the architect of the attack 
on Bear 1 Harbor. His death was announced in an official Japanese Havy 
communique' stating that the Admiral "had met a glorious end while directing 
operations in a navel engagement against superior enemy forces. " But we know 
that this was simply not true; Admiral Yamamoto "met with an accident." But Bctne 
bright person— I think it was the late Jimmy Walker, when Mayor of Hew York City— 
who said that "accidents don't Just happen- -they are brought about." Jimmy 
Walker's comment was true in this case at least: Admiral Yamamoto did not die 

( 

by accident; he died because our Navy knew the schedule of his trip down to the very 
last detail so that it was possible to set up an ambush with high degree of 
success. Here is the story as told in an interesting Banner by Fleet Admiral 
William F. Halsey, Ui.S. H», in his book entitled Admiral Halsey's Story : 13 

2 returned to Noumea in time to sit in on an operation that 
was nailer but extremely gratifying. The Bevy's code experts had 
hit a Jack pot; they had discovered that Admiral Isoroku Yamamoto, 

The Ccmmander-in-Chiefpf the Imperial Japanese Havy, was about to 
visit the Solomons. In fact, he was due to arrive at Bal.la.le Island, 

Just south of Bougainville, precisely at 0945 on April 18. Yamamoto, 
who bad conceived and proposed the Pearl Harbor attack, had also been 
widely quoted as saying that he was "looking forward to dictating 
peace in the White House at Washington." X believe that this state- 
ment was subsequently proved a canard, but we accepted its 
authenticity then, and it was an additional reason for his being 
Ho. 3 an my private list of public enemies, closely trailing Hirohito 
and T 0 J 0 . 



13" Admiral Halsey's Story, McGraw-Hill, Hew York, 1947, pp. 155-157 
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Eighteen P- 38 's of the Assay’s 339 th Fighter Squadron, based at 
Henderson Field, were assigned to sake the interception over Buin, 

35 miles short of Ballale. Ycammoto’s plane, a Betty, acceopanied 
by another Betty and covered by six Zekes, bore in sight exactly on 
schedule, and Lt. Col. Thomas G. Lamphier, Jr., dove on it and shot 
it down in flames. She other Betty was also shot down far good 
measure, plus one of the Zekes. . . We bottled up the artery, of course. 

One obvious reason was that we didn't want the Japs to know that ve 
had broken their code • , . Unfortunately, saosbody took the 
story to Australia, whence It leaked into the papers, and no 
doubt eventually into Japan . * . But the Japs evidently did not 
realize the implication any store then did the tattletale; we 
continued to break their codes. 

Admiral Halse y's Story contains a good many mare instances of crypt ologio 
Significance and interest to us. Other authors, both American and Japstteae^cite _ 
similar instances, [one Japanese author states in categorical language that 
Japan was defeated because of poor CCMSBC on the part of the Japanese navy and 
good CGMXNT on the pert of the American R&vy.J 

But lest you get the impression that enemy intelligence agencies had no 
success at all with secret ccrmml.cationa of U. S. Armed Farces, let me tell 
you that they did have some success and In certain instances, very significant 



success, Share is not time to go into this acraavhst disappointing or 

/ 

dis iillusianing statement but t can say that as a general rule the successes 
were attributable not to technical weakness in U, s. cryptosystems but to 
their improper vise in the cause of certain low-level ones, by unskilled, and 
improperly or insufficiently trained cryptographic clerks, I may as well tell 



you right now that this weakness in cryptoc ctHcnmications has been true for a 

great many years, for centuries as a matter of fact, beeju^se as long ik the year 

A 

1605 Francis Bacon, who wrote the first treatise in English on the subject of 
cryptology, made the fallowing ccra«ntV^ 



Blis Arte of Cypheringe , hath for Relative, an Art of Mscyphcr- 
inge; by supposition unprofitable; but, as things are of great use. 
For" suppose that Cyphars were well managed, there bee Multitudes of 
them which exclude the D lseyphgrer. But in regards of the rawnesse 
and imskillfulness of the hand.es, throng which they posse, the 
greatest Matters, are many times carryed in the weakest Cyphars . 

Wxen electrical and particularly radio transmission entered into the 



c. 



£ 



picture, additional hazards to ccraaunieationa security had to be taken into ^ 

acodmt, but A frc*a a study of the procedures used in the transmission of Sassages 



as veil as from a study of the direction and flow of radio traffic, the call signs 



xlV^ Tha ]^^^^okes of the prof jolcnce and advancement of learning, London, 1605, 
p. 6 l.‘ This book is cctmboly known as The Mvazitceagni 'of haarnlngT Some 18 
years later Bacon saw no reason to change his coBment 'in hit WA ugsa atls Sclmatl- 
£gm , London 1623. In fact, he strengthened it by tasking it reaSj^T * .but 
the rawnesse and unskillfulnesse of Secretaries, end Clerks, in the Courts of 
PrinceaA, is such that many times the greatest matters are committed to futile 
and weake Cyphers (Gilbert Vats' translation, l 6 hO, p. 270,) 
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of the transmitting and receiving stations , etc., all without solving the 

\ 

caccaunlcatlong even if they were in cryptic font. Following ere two paragraphs 
extracted fraa a document entitled German Operational lotelliggntte. published 
In April 1 946 by the German Military Document Section, a Combined British, 



Canadian, and u. s. Staff: 



|V wvA ; * 

V )&*■ , 



A • 



■ 



Signal intelligence (i.e., camunicaticns Intelligence or CQMXOT) 
was a chief source of information in i^e, warfare primarily, the signal 
intelligence service was veil-* organized with well-defined purposes, , 
efficient personnel, and adequate equipment. In the course of the 
campaign, it was reorganized to exploit to the fullest the success already 
experienced, and, by 19^3, there existed a compete and smoothly 
functioning machine sufficient to meet all demands. (F. 8) 

# ^ 

Host of their signal intercept success came from low echelon 
traffic. Armored and artillery radio nets passing operational t r a f fi c 
were followed closely and were one of the chief sources of signal 
intelligence. Artillery radio nets were given first coverage priority. 
Apart from messages intercepted in code or in clew, signal procedure, 
peeulsritles of transmitting, and characteristics of Allied radio 
operators provided enormous assistance in helping to evaluate signal 
infor mat ion, the Geraaxs noticed that call signs were often the same 
for a unit over long periods and that even frequencies remained un- 
changed for weeks at a time. (p. 8) 

A great many examples of intercepted messages of tactical content are 

cited in the aforementioned document, which IS replete with information of 

> 

deep interest ^although the document was originally issued with the lowest 
security classification then in use (u. s. "Restricted"; British-Canadisn 
"FOB OFFICIAL USE ONLY".,)/ I wish there were time to qjuote at greater length 
from this useful brochure. 






Coming directly now to the history of the development of our eryptomatariala 

themselves, I hardly need reiterate -What was pointed out in previous lectures as 

to tiie profound effect of the advances in the science and art of electrical 
* . \ 
communications in the 20th Century. Those advances had a direct effect- -upon 



military eansmmlcaiiona and an indirect effect upon military cryptology. 
Band-operated ciphers and, of course, codebooks became almost obsolete because 
the need for greater and greater speed of cryptographic operations became 

j 

obvious in order to match as much as possible the very great increase in 
the speed of communications brought about by Inventions and i m prov e me nt s in 
electric wire end radio-telegraphy. The seed for cryptographic apparatus and 

. machines thus very soon became quite obvious, but it took quite scoe time to 

/ -• 

/ satisfy that need in a manner that could be considered to give adequate security 

/ 

for military communications . 

The history of the invention and development of cryptographic devices, 
machines and associated apparatus and material is long and interesting. 

Let us begin with a resume of the earliest items of importance in that history. 



/ ' 
/ ' 
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until the advent of electronic cipher machines most cryptographic apparatus 
and devices were built upon or around concentric circular rotating members such 
as cipher wheels, cipher disks, etc. A very early, perhaps the earliest picture 
of such * device appears in a treatise by an Italian cryptologist named Alberti * 
whose Trattatl in Cifra was written in Bose about 1470. It is the oldest tract 
on cryptography the world now possesses. Here's a photo of Alberti's disk 
(Fig. 6), but I won't take the time to explain it except to say that the digits 
1, 2, 3, 4 were used to encipher code groups and to call your attention to the 
fact that the letters of the cipher or revolving alphabet were in mixed order. 

In Porta's book, first published in 1563 in Naples, there appear several 
cipher disks; In the copy which was given me as a gift by Colonel Fabyan^they 
are still in working condition. Here is a picture of one of than (Fig. 7). 
m this version the device uses symbols as cipher characters. And apparently 
nobody thought up anything much better for a long, long time. It seems, in 
fact, that not only did nobody think up anything new or even some improvements 
on the original Alberti or Porta disks but those who did any thinking at all on 
the subject merely "invented" or "re-invented" the same thing again, and that 

1SB f 111 ‘“ lw senemtlo “- ** *»*—■>•» 

of this series you were shown a picture of the cipher disk "invented" by Major 

Alber Myer, the first Chief Signal Officer of the U. S. Amy, who obtained a 

patent cm his invention in 1865. Here's a picture of the patented disk 

(Fig. 8) and the explanation of the invention (Fig. 9). You may also remember 

v 

that signalmen of the Confederate Signal Corps mechanized the old Vigenere 
Square and put it out in the form of a cylinder (see Figs- 13, 14 smd 15 of 
Lecture No. IV), The cipher disk used by the Signal Corps of the u. S. Amy 
during the decade 1910 to 1920, that is, during the period including our 

<XS- 

perticipation as a belligerent In World War I, was nothing but white celluloid 
variation of the original Alberti. disk of the vintage of 1470 (except that it 
was even simpler than its progenitor, because in the latter the cipher 
alphabets produced were mixed alphabets whereas, in the Signal Corps disk, the 

0% *fc»} 

cipher alphabets are simple re ve r sed standard sequences. We all know that it 

A 

generally takes a pretty long time to get a patent through the U. s. latent 
Office, but ±n=b§£4 the ancient device was patented in 1924 by S. H. Huntington 
(Fig. ll). Here you can see a great improvement over the Signal Corps version— 
a blank i& added to both sequences so that the space between words could be 
enciphered. Indieatfan of word space, as you have learned, is a fatal weakness 
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If seen In the cipher text; in the Huntington device the spaces between words 
would he enciphered but the cipher text would hove space signs, although they 
would not correspond to the actual spaces between words in the plain text. In 
the Huntington device, the space signs in the cipher text would be a bet 
misleading but not to an experienced cryptanalyst, who would soon realize that 

they do not actually represent Void" in the plain text, 

A 

It is interesting to note that in 1936, during the days when the German 
Batoned. Socialists were banned as an organization in Austria, the Bazis used 
this variation of the old disk— it had 10 digits on both the outer and the inner 
sequences for enciphering digits (Tig, 12). 

“ » » X-, « 

the first significant lagrovemarb on the old cipher disk was that made by 

Sir Charles Wheatstone , ^ who w a ne t i ne b efore 187 9 invented a cipher device which 

he called Bha Cryptograph . He described it In a volume entitled She Scientific 

Papers of Sir Charles Wheatstone, published, by the Riyalcal Society of London. 

tiksu ^ A 

Here is a picture of Khantstcne V device nrtrfirtr is in my private collection 

A 

(Fig. 13). What Sir Charles did was to make the outer circle of r letters 

(for the plain text) comprise the 26 letters of the alphabet, plus one additional 

character to represent “space." The inner circle, for cipher equivalents, 

contains only the 26 letters of the alphabet and these can be disarranged in 

a nixed sequence. Two hands, like the hour and minute hands of a clock, were 

provided end they are under control of a differential gear mechanism, so that 

then the long or "minute hand" is advanced to make a complete circuit of the 

letters cm the outer circle the Short or "hour band" advances one space or 

segment on the inner circle. In Fig. 13, for example, the plain -text letter 

G is represented, by] the cipher letter A, that is, Gp = A c . If the long bend 

is now advanced in a clockwise direction for one revolution, will be 

represented no longer by Ac but by G c , the letter immediately to the right of 

Ac on the inner circle. In encipherment the .long hand is always moved in the 

same direction (clockwise, for example) and its aperture is placed successively 

over the letters on the outer circle according to the successive letters of 

the plain-text message, the cipher equivalents being recorded by hand to correspond 

with the letters to which the short hand points on each encipherment. In this 

way, identical letters of the plain text will be represented by different 

and varying letters in the cipher text, depending upon how many revolutions of 
r 

the long hand intervene between the first and subsequent appearances of the saute 
plain-text letter. Sms, with the alphabets shown in Fig, 13, and with the 
initial setting = Ag, the ward "reference" would be represented in cipher 



as follows; 
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REFEREHC sLln which it will be seen that repeated letters la the plain text 
XZZZBGQAM f are represented by diffsrttt letters la the cipher text.. 
C o rr espond ents must naturally agree upon the mixed alphabet used in the innsw 

circle and the initial position* of the two heads at the beginning of the 

encipherment of a message. In decipheaaent, the operator a m ts the long hand 

again clockwise, until the hour hand points to the cipher letter in the plain-text 

letter which is seen through the aperture at the end of the long hand on the outer 

circle. Urns, in the ease of the example given above the cipher letters 

XZAABGQAM will be found to represent the word .(^ETSHEEGE 

During world war X, sc me time In 191?/ the British A ray rescusttatcd 
Wheatstone's cryptograph sad Improved it both mechanically and cryptographically. 
Eero's a picture of the device (Fig. 14,) In which It will be seen that there 
are now no longer the "minute* and "hour" hands but a single hand with an 
opening or window that simultaneously discloses both the plain and the cipher 
letters. sia ult s Esos s hy , When the single hand IS turned, the inner circle of 
segments, which are made of a substance upon which letters may be written in 
pencil or la ink is advanced eccentrically and against a similarly-made outer 
circle of segments, in this lfflpr o v c m snt on the original Wheatstone device 
both sequences of letters are now mixed sequences. Making the outer circle 
also a mixed sequence added a considerable degree of security to the cipher. 

When it was proposed that all the Allied armies use this device for field 
cryptocamnfunioatims end its security had been approved by British, French,' ' 
and American Cxyptologlsts (both at GHQ-AS? and at Washington) an op port un ity to 
agree or disagree with the assessment of these cryptologista was given me 
while still at Interbank. I was able to Show that the modified Wheatstone 
cryptogr ap h was still insufficiently secure for military purposes and the devices, 
thousands cf which had been manufactured and Issued, were withdrawn. If you are 
interested in the saethod of solution I used you will fled it in BLveTbaak 
Publication No. 20, entitled Several Machine Ciphers and Methods for their 
Solution^ ( 1SQ.& A better method of solution was devised by me about 
1 # 3 . 

Same yeere later, and almost by sheer good fortune, X learned that & 
cipher machine was in the museum of small town In Connecticut named 
Hamden. I was interested and wrote to the curator of the museum, requesting 
that he lend the device for a short period to me a* principal cryptanalyst of 
the War Dep ar tment. Imagine my astonishment and pleasure when I unpacked the 

r 

boot upon its receipt and found a device, beautifully made and encased in a fin& 
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sot gtas& ease, with its inventor* a nsae, Decius Wadsworth, and the date 3 l8l7> 
engraved on the face of the Machine, which was nothing hut another version of 
the Wheatstone Cryptograph. Serene a picture of it (Fig. 15). Suer# are good 
reasons to belieTas -that the model vaa made by Hi Whitney. Mechanically it was 
similar to the British modification), except that the outer sequence had 33 
characters, the inner 26, ao that the differential gear instead of operating on 
the ratio o£27 to 26 was now on the ratio 33 to 26. Thus. Colonel Decius Wadaworth y 
who was then the first Chief of Ordnance of the U. S. Amy, had anticipated 
Wheatstone hy over 60 years la this Invention. He also anticipated the British 

Wif . 

Array cryptologi stg by a whole ce ntu r y in their modification of Wheatstone's \ 

a _ \ 

original, because is the Wfcdsvorth device, too, there vaa only one hand and both \ 

\ \ 

alphabets could be made mixed sequences. This is very clearly shown in Fig. 1 6 \ 

ats regards tie the outer sequence, and 1 believe the inner case Could also be 
disarranged but the picture does not clearly show this to be the case, so that 

t 

X am not sura as to this point. X returned the device a good many years ago and 
it is now on display in the ELI Whitney Room of the Rev Haven Historical Society's 
Museum. 

She next device X bring to your attention Is shown in Fig. 17, a device 
invented by a French Army reservist, Coeamndaat Baseries, who for sane 10 
years valiantly but unsuccessfully tried to get the French Assy to adopt it. 

Be included a description of his device, which he called Ms "Cryptographs 
C^lindrique t1 or "cryptographic cylinder, " in a booh published in 1901 in Paris. ^ 

He had, however, previously described his device in aa article entitled "Cryptographs 
a 20 roodelleB--aljhabets (25 lottres par alphabet),” published itf--l8$£L^' in 
this device there is a central shaft on which can be mounted 20 numbered disks on 
the peripheries of which are differently mixed alphabets of 25 letters each. The 
aitee «a to MMablad to » ******80. or toy "wmoo^ioA tton locks! Into 
position rod the shaft by pushing la the locking disk at the extreme left. The 
first 20 letters of the plain text of a Brassage are first aligned, as seen in Fig. 17 
(JE sms XM3BCHXFFR&BLE * ”X aa indecipherable"); the disks are than locked into 
position . so that the whole assembly can be turned; and 1 , as cipher text one may select 
any one of the other 2k rows of letters, which are recorded then by hand on paper 

15 r J^B r Chiftre$ secrete devoiles. 

16 Congrtes Rendus, Ma rseilles, Vol. XX, pp. 160-165. 
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Then the next 20 pojrtn-tejtfc letter* are aligned, one of the other 2h rows of letters 
selected and recorded, etc. To decipher a message ^the disks haring been aa*e*ibled 
on the shaft in accordance vlth the prearranged or hey sequence j one takes the 
first 20 cipher letters, aligns and then locks them into position -ea rths ' ■d a r tes ^ and 
then turns the whole cylinder, searching for a row of letters which tom 
intelligible test. There will he one and only one such row, and the plain-teat 
letters are recorded* Then the next 20 letters of cipher are aligned, etc, 

Another french eryptcdoglst, the Marquis da Viaria, soon Showed how 
messages prepared by naans of the Bazeries cylindrical cipher could be sblved. 1 ' 

Maybe that is why Bazeries wasn’t too successful In Ms atte m p t to get the \ 

french Any to adopt his device* But in the U. 8* there were apparently none % 
who encountered either what Bazeries or de Vieria wrote on the subject* Capt. 

Barker Hitt, U. S. Any, whom 1 have mentioned in a previous lecture, in 1915 
invented a device based upon the Bazeries principle but not in the form of disks 
mounted upon a central shaft* Instead of disks, Hitt's' device used sliding 
strips and here is a picture of his very first model (Fig. 18), which he 

presented to me some time in 1923 or 152^. But X learned about \ 

^ \ 

his device some tine in 1917 while still at Bivarbank, and Solved one Challenge x 

message put up by Mrs. Hitt, a Hirerbank guest for a day. In meeting the 
Challenge successfully (which brought a boot of chocolates for Mrs* Friedman from 

Mrs. Hitt) I didn't use anything like what X could or migfct have learned 

\ 

\ 

x 

x 

X 

X 

X 

N X n 
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from de Viaris, because at that time I hadn't yet come across the de Viaris 
book. I solved the message by guessing the key Mrs. Hitt employed to arrange 
her strip alphabets. She wasn't vise to the quirks of Inexperienced cryptographic 
clerks; she used RIVERBAHK LABORATORIES as the key, just as I suspected she 
would. The' device she brought with her was an Improved model: the alphabets 
were on paper strips and the latter were glued, to strips of wood, as seen in Fig. 19* 

| Capt. Hitt brought his device to the attention of the then Major Mauborgne, 
whom I have also mentioned in a previous lecture and who was then on duty In the 
Office of the Chief Signal Officer In Washington. There is same question as to 
whether It was Hitt who first brought his device to Mauborgne' a attention; Mauborgne 
later told me that he had independently conceived the invention and, moreover, 
had made a model using disks instead of strips. I have that modal, a present from 
General Mauborgne many years later. It la made of very heavy brass disks on the 
peripheries of which he had engraved the letters of his own specially-devised 
alphabets. In 191% after my return to Riverbank from my service in the AEF, 

Mauborgne sent Riverbank the beginnings (the first 23 letters) of a set of 23 

\ 

messages enciphered by his device and alphabets. % also sent the same data to 

/ 

Major Yardley, in 0-2. Sobody ever solved the messages, erven after a good deal 
of work and even after Maugorgne told us that two consecutive words in one of the 
challenge massages were the words "are you." Many years later I found the reason 

for our complete lack of success, when I came across the plain texts of those 

\ 

messages in a dusty old fileiin one of the rooms occupied in the old Munitions 
Building by the Office of Chief Signal Officer. Here is a picture of the beginnings 

of the first eixe messages (Fig. 20 ). Mauborgne, when I chided him in the 

f 

unfairness of his challenge messages, told me that he had not prepared them himself— 
he had an underling (Major Fowler was his name, I still remember it!) prepared them. 
In our struggles to solve the challenge messages we had assumed that they would 
contain the usual sorts of words found as --idseu Initial words of military messages. 

It was the complete failure by Riverbank and G-2 to solve the challenge messages 
that induced Mauborgne to go ahead with the development of his device. It 
culminated in what became known as Cipher Device, Type M-%, Here is a picture 
of it (Fig. 21). That device was standardised and used for at least 10 years in 

the U. S. by the Army, the Havy, the Marine Corps, the Coast Guard, the Intelligence 

/ *> 

Agencies of the Treasury Department, and perhaps by other agencies. 
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la 1922# a war-time colleague, the late Capt. John M. Manly (Prof, and Bead 
of tbs Department of English at the University of Chicago) brought to ay 

of 4urt; 

attention a photostat of a holographic manuscript in the large collection of 
Jefferson Papers in the Library of Congress. Ifc. eeaalsted - o f ^ t w o ga& ea entitled 
"The Wheel Cypher** and here is a picture of the second page (Fig. 22) shoving 
Jefferson's basis for calculating the number of permutations afforded by the set of 
36 wheels of Ms device, ie didn’t attempt to make the multiplication ; he didn’t 
have an electronic digital computer— for the total number is astronomical In size. 
Jefferson anticipated Bazerles by over a century, and the Mtt-Manborgne combination 

' 4 

by almost a century and a half. 

It soon became apparent to both Army and Navy cryptologists that a great 
increase in eryptosecurity would be obtained if the alphabets of the »*94 device 
could be made variant instead of invariant. There began efforts In both services 

to develop a practical instrument based upon this principle. I won’t take time 

■Ha ov\c <sJ^£kA- ^ 

to show all these developments but only the final farm of the Army. Strip Cipher 
Device Type, M^138-A (Fig. 23). This form used an aluminum base Into which 

channels. were 'em to hold cardboard strips of alphabets which could be slid 

A A > 

easily within the channels. It assy be of interest to you to learn that after I 
had given up In my attempts to find & firm which would or could make such 
aluminum grooved devices in quantity, Mrs. Friedman, by womanly wiles and cajolery 
on behalf of her own group in the U. S. Coast Guard succeeded in Inducing or 
enticing one firm to aa he them for her. And that’s how the first models of 
strip cipher devices made of aluminum by the extrusion process came about, and hew 
the U. S. Army, by administrative cooperation (an a Inter-Service level and 
technical cooperation on a marital level, found it practical to develop and produce 
in quantity its Strip Cipher Device, Type M-138-A. Uds was used from 193? to 
1941 or 1942 by tht Army, the Bavy, the Marine Corps, the Coast Guard, et al. 
Including theSiate Departments. It was used as a back-up system even after the Anae- 
Services as well as the Department of State began employing much better and more 
sophisticated cipher machines of high s p ee d, and security. 

Thus fftr we have been dealing with cipher devices of the so-called "hand- 
operated" type. Kane of them can readily be considered as being "machines,’ 1 that 
is. apparatus employing mechanically-driven members upon which alphabetic sequences 
can be mounted so that constantly-changing sequences of cipher alphabets are 

w 

produced. We come rod to types of apparatus which can be called machines , and one 
such machine Is shown in Fig. 24. It is called the KKIHA, the name of its German 
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inventor, who unfortunately c omitted aucide a few years ago, perhaps because 
the last model of his improved machine failed to impress professional crypto- 
legists. She Kryha has a fixed semi-circle of letters against which is juxta- 
posed a rotatable circle of letters. Both sequences of letters can be made 
mixed alphabets (the segments are removable and Interchangeable on each sequence). 

The handle at the right serves to wind a rather powerful steel clock spring which 
drives the rotating member on which the letters of the inner circle axe mounted. 

In Fig. 25 can be seen something of the Inner mechanism. The large wheel at the 
right has segments which are open or closed, depending i&on the "Betting" or key. ^ 
This wheel controls the angular displacement or "stepping" of the circular rota- 
ting platforojupon-whl'ch^the'^tters^ of the- c ipher-fleqaetme'&re mounted^ The 
Initial juxtaposition of the inner or moveable alphabet against the outer or fixed > 
one } as well as the composition of these alphabets ,is governed by some key or other 
pre arrangement . The cipher equivalents must be recorded by hand. After each en- 
cipherment, the button you saw In the center of the panel In (the preceding) Fig. 

24 is pushed down, the inner wheel is advanced 1, 2, 3, 4 . . . steps, depending 
on the key, and the next letter is enciphered, etc. The pictures I've shown you 
apply to the latest model of the Kryha; as regards the first model, which came on 
the market sometime in the 1920's, a German mathematician produced an impressive 
brochure shoving how many different permutations and combinations the machine 
afforded. Here's a picture of a couple of pages of his dessertation (Fig. 2 6 ) 
but even in those days professional cryptanalysts were not too Impressed by cal- 
culations of this sort. With modern electronic computers such calculations have 
become of even less significance. 

Let us now proceed with some more complex and more secure machines, m this 
next slide (Fig. 27) you see a machine which represents a rather marked improvement 

jt- 

by a Swedish cryptographic firm upon the ones shown thus far. It is aechanico- 

. t\ 

electrical machine designated as Cryptographs B-21 1 . Here for the first time you 
see a cryptographic machine provided with a keyboard similar to that an an ordinary 
typewriter. Depressing a key on this keyboard causes a lamp to light tinder one of 
the letters on the indicating bank above the keyboard. At the top of this machine 
can be seen four wheels in front of two rear wheels. The four front wheels are 
the rotating elements which drive the two rear wheels; the latter are electrical 
commutators that serve as connection-changers to change the circuits between the 
keys of the keyboard and the laqps of the indicating board. There isn't time to 
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discuss in ddw.il the Internal wrki which control the rotating elements 
and ciphering wheels, of mtch you (11 so* a gliapse lator, tut I suit shew 
you the next step in the improvement of such apparatus, whioh mod* It possible 
to eliminate idle really tedious job of rooording, by hand on paper, the results 
of operation# This ms done by means of assoolating a typewriter with the 
crypt o-oompoaent . Here Is a picture (Fig# 28) which shows the assembly — 
the B-21 connootod to a Remington electrio typewriter, modified to be actuated 
by impulses from the crypto-mOohine# Of oour/se, it ms natural that the 
next step would bo to make the recording mechanism an integral part of the orypto- 

j» chine* This you can see in the next picture (Fig# 29 -a), in which the four 

<• 

rotating members referred to in connection with Fig* 27 and which control the 
two coociutators also mentioned in connection with mttfc that figure are seen# The 
slide-bar mechanism in Fig# 29-8, at the right, is eallsd the "cage" or ’’hfsrrel," 
end controls the displacements of the printing wheel, causing the proper letter 
to be printed upon the mowing tape seen at the front of the cm shine* 

How we come to some very important now typos of electrio cipher machines 
first conceived and developed in Europe, but very soon thereafter, and probably 
independently, also in the tJ* S# In the crypto-omspanent of these machines* 
the electrical paths between the elements representing the plain-text characters 
and those representing their cipher equivalents are constantly varied by multiple 
connection-changers within the crypto- component# In early European models of 
this type of machine the connection- changers consisted of A frame upon which 
Insulated wires were mounted to connect in an arbitrary moaner a series of con- 
tacts on one side of the frame to a similar number of contacts on the other 
side of the frame# This frame ms slid between two fixed contact-bearing members, 
one on oaoh side of the frame* By sliding the frame between the two fixed mem- 
bers, the paths b oMSun n the opposite contacts on the latter could bo varied as 
a whole set with a single movement of the sliding frame* A connection-changer 
of this sort Is shown In s oh emtio form in Fig* 30-A, whore the sliding member 
10, slides bo two on fixed members 11 and 18, thus changing the electrical paths 
between the keyboard and the printing mechanism# The oonnoctisn-changer 10 is 
moved to the left or right 1,2,3, ••• positions, as determined by a earn mech- 
anism# Wo won't go into this type of machine any further because it wasn't long 
before inventors saw the advantages of using, instead of slidable connection- 
changers, mechanisms performing a similar function but of a rotatable nature 




REF ID : A62837 




tr/ 

¥ r 

1 " 2 :$ 

\ r 




t *)/ 



sfeich wo now anil "electric rotor**." and whioh potato, usually step-by-step, 
between circular, fixed* ooata«i-b earing member* called "etators*" Rotor* 
and stators of this type arwjahmm in schematic form in Fig.SO-B, there being 
a left-hand stator labeled 1* three rotors labelled 2a* 2b* 2o* and a right* 
hand stator labeled 3. The connections leading away from stator 1 toward the 
left go to the keys of the keyboard! those leading away from rotor 5 toward the - 
right go to the magnets of the printer* About these elements ire shall explain 
some details presently* 

In Europe, the first machine using rotors and stators was that developed 
by a German firm* the Cipher-machine Comp^aj/ of Berlin* and was appropriately 
named the ENIGMA* Here’s a picture of it, Fig* 50*0* in which you see a key* 
board* a set of eight rotors juxtaposed in line* or* as we now generally say, 
"juxtaposed in cascade, " and a printer* This machine was apparently too com- 
plicated for practical usage and was superseded by a second model, which also 
printed and was also unsuccessful* One of the difficulties with these two 
models was that a multiple switch with many contacts to be made simultaneously 
was required in order to establish an operative encipher-decipher relationship* 
so that if in enciphering the letter IX * for example, and the corresponding 
key on the keyboard is depressed* a cipher letter, say F c * is printed, then on 
deciphering the letter F c ,and the corresponding key on the typewriter is de- 
pressed, -the plain-text letter ^ will be printed* In this machine this could 
only be done by making -the current for decipherment traverse exactly the same 
path through the rotors and stators that it had traversed in encipherment* This 
was the function of the multiple switch shown schematically in Fig* 30-D, In 
which a machine with only six Characters (A to F) is depicted* In the left-hand 
olrcjiit diagram* D fs is being enciphered and produces F c j in the right-hand 
circuit diagram F_ produces 0^ • But the switching mechanisms 4 and 4* in Fig* 
50-D moke -things a bit complicated because they are within one switching mem- 
ber -that operates in one of two positions* one for encipherment* -the other for 
decipherment* and many contacts must be established in one fell swoop so to speak* 
1 won’t go into further details as to its construction because a clover inventor 

of that German firm came up with a new idea which greatly simplified matters* 

t 

not only in regard to the crypto- component but also in regard to the indicaing 
mechanism* We may quickly explain how -idte matter of oiiminatftxf simplifying 
the Indicating mechanism was accomplished, namely, by eliminating the printer 
altogether and replacing it with a simple bank of flashlight type lamps* We’ll 
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skip the tfe|rd model of the SVIGMi, vbieh ms only a slightly simpler version. 

^vr, i'-t 9 ' of the fourth model, -which is shown in Tig# SX-A* This one comprised a key* 
board, a bank of indicating lamps, and & set of rotors and stators, but no 
printer# 

In Fig# 31-A is soon the machine with its cover-plate down# At the front 
is -the keyboard} above It, the indicator board, consisting of 26 lamps beneath 

glass disks upon which lettershavo been Inscribed# Above the indicator board 

/ 

ore seen four oval apertures with o overs, through which letters can be seen# 

To the right of each aperture can be seen the peripheries of four metal scolloped 
ishools, the first being unmarked but the next three being labeled 1. A switch 
lever seen at the right can be set to encipher, decipher, or neutral positions# 
f,cj i)-d In Fig* 31-B is seen the machine with the cover-plate removed, exposing -the 
internal orypto-ccmponent » Three rotors, labeled 4 in this figure, are seen, 
and affixed to them are the scalloped metal rings, which are not labeled* A 
fourth scalloped ring, labeled 11 In Fig# 51-B, is affixed to another rotor- 
like member labeled 8 in that figure# This member looks like an ordinary rotor 
in this picture but is really a stator of special construction to be described 
presently# Perhaps it would be useful at this point to show you That in KSIGVA 
-?!-C rotor looks like and this oan be seen in’^ig* Sl-C. In each of -these rotors 
there is a circle of 26 equally- spaced contact pins on one face of -the rotor 

f x (Tig# 31-Col) and & circle of 26 equally- spaced contact surfaces on the ether 

"\ 

face (Fig. 31-C-II). Insulated wires connect the contact pins on one face to 
the contact surfaces on the other face, these connections being made in an ar- 
bitrary, systematic, or unsystematic manner, depending an certain circumstances 
into which we need not go* Then the rotors ore juxtaposed as seen in Fig* 31-C- 
III, -the contact pins on one rotor are brought against the contact surfaces on 
the adjacent rotor, so that an electric current will traverse all three rotors 
via a certain path* The large scalloped rings are for setting the raters in 
alignment manually when they are juxtaposed and rotated to form a portion of 

the key-setting (see E*Z*R In Fig* 51-C-IIl)* The toothed metal ring seen in 

1C*. (t> 

Fig* Sl-C- I is associated with a com mechanism so that ^ roter A will be advanced 

(#0 

one step when the prefSOlng rotor has made a sufficient number of steps to per- 

a& 13 ’•'k'*'" 1 ’ ,V l ff , 

mit a oom to fall into a notoh^in the ring Sometimes a complete revolution 

will bo necessary b of ore this happens, depending upon the initial key-setting* 
The first rotor immediately to the Ioffe of the stator at the extreme right in 
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Fig* 51-B, however, always makes erne stop with eeoh depression of the key 
on the keyboard. The adwanee of the rotors is similar to that of the wheels 
of a counter like that of the odometer mi your automobile. 

We oase now to the natter of simplifying the orypto-ocaaponent of the 
shown in Fig* 31-B to eliminate the multiple switching Mechanism shown 
in Flg*50-||, without ranch loss in seourity (or so it would seem* at least)* 

Lot us see how this simplification was accomplished in the E&IGM&* by showing 
Fig. in connection with the first ElflGUA, model. For this purpose I show 

you now Fig* 31-D* in which the encipher-deoipher circuitry is clearly seen in 
a machine having* for illustrative purposes* only three rotors* labeled 1*2*3* 

rotatable between two staters* the one on the left labeled 4* that on the right 

5 " 

labeled 5* Stator 4 is fixed or non-rotatable in this modol* and it has 26 
contacts car its left face* only two of which are shown* These contacts are 
connected fixedly to the keys of the keyboard and to the lamps of the lamp- 
board* Stator 5 is rotatable* bU‘ only manually* and It has 26 contact surfaces 

A- 

on Its right face* only two of which are shown* But in this stator the 26 con- 
tact surfaces are inter-oonncotcd in pairs by IS insulated wires passing through 

the member* Thus* a current entering one of the 26 contact surfaces on the 

o% 4 

right face goes through the stator and returns to one of the remaining 26 con- 

A / ^ 

o - y y ” s ‘* ° 

tact surfaces* For this reason it is called a "reflector, w and serves to 
return a current that has oame from one of the 26 contacts on tho fixed stator % 

at the extreme right* then through the rotors and into the reflector via one 

s 

path* returns through the rotors and book into the stator via a different path* 
emerging at one of the 25 other contacts on tho left face of the stator at the 
extreme right* This circuitry assures that in a particular setting of the 
machine, if Y^- Z c , for example, then that is* the cipher is reeiprooal 

in nature* It also has as a consequenoe that no letter con bo enciphered by 
itself* that is* * for example* cannot be represented by Y a , no matter what 
the setting of the orypto- c ooponeat is and this is true of all the other letters 
of the alphabet with regard to the EKIGUA.. 7 rtt 9 trcrt ' *in*y v*in*r* * iu i n wam 
If you like you may trace tho path traversed by the current in Fig.SI-D 
in enoipherment and decipherment, where Z p - Y c and Y fe - Z^* but Z p cannot be 
represented by Z c * nor can Yp be represented by Y c * j told ^ 

briefly about how tho rotors are adv&noeA* In tho EHIGUA. shown, tho total 
number of encipherments that can be made before the key-setting of the machine 
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returns to Its original setting, a* seen through the wind ova I referred to 
a few moments ego when shoeing you the first picture of the fourth nodal 
ENIGMA., it 1$,900, 26*- 29*, and net 29% for technical reasons I won’t go 

S ^ 

into net* 

PoWer for the oleotricol circuits la provided by snail dry eells in the 

I 

/ I 

machine!* Shis nodal enjoyed a fair degree of financial success, but when 

1 i 

Hitler cane into power further promotion and suites of the ENIGMA were prohibited* 
Suffice it to say that it became the basis for machines used by the German 
Armed Forces in World War IX* 

In the United States, in about the year 1910, a California inventor named 
Edward H* Hebero (Fig* 92) began to develop cipher machines but he was merely 
travelling along roads that had thus far led other Inventors nowhere* In about 

U 

the year 1918 he atrek out along a new path in America* X don’t knew whether 

he independently conceived the idea of a machine using an electric rotesteitr 

had, in his re sear eh come across patents covering very rooently invented Eur- 

opeanselectrioal cipher machines* At any rate, Bebera’e first application 

for a patent covering a rotor machine which he palled an "electric oode," was 

filed on March 31, 1921, and a patent was issued on 30 September 1924* Sere 

-A 

is a picture (Fig* 33) which Shows the machine that he himself told me once 
many years ago he’d built for the Xu KLux Xian* You will note that the crypt o- 
conponent had but one rotor, and like the early models of ths ENIGMA it was 
associated with a printing mechanism* a typewriter operated electrically* 

HOb ora’s cipher system was also similar in nature with that of the first two 
ENIGMA models — a full reversing switch was essential since the electric cur- 
rent had to traverse exactly the same path in decipherment as it had in enciph- 
erment, I don't think that he ever conceived the idea of using a reflectorj 
perhaps he was too late. At any rate, he never incorporated that idea in any 
of his machines* Moreover, I don’t think he had any idea as to the cryptologic 




advantages and disadvantages of a crypto** compnent using a "single traverse" or 

A 

"straight through" system of rotors, as compared the with one using a "double- 
traverse" «r M twi ce- through* system of rotors wdtfa a reflector* But we won't 
go into that here, for it* s a pro tty Involved piece of business* 

But Qebern’s rotors had a virtue not possessed by those of the ENIGMA 
machines, and not incorporated In the rotors of the latter, namely, the wirings 
of the rotors could readily be changed by the user of the Hebera machine, a 
feature of great importance in crypto-security, ^ Hobern interested eur Navy 
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in hie >mMw anC ns a result or coatoronooB with ITavy cryptanalysts ho 



built the 6-rotor modal viiiolt is seem, is Pis* 3d* Another vary inportant 
security foaturo I havo thus far failed to moat ion as regarde the r.cbom 
rotors me that they could be indertod in a "right-side up u or in an n upsido> 
dam” position ia tho na chins, which could not bo demo with, tfco Z.U fI2A rotors* 

l 

2ho 2avy liked the 5-rotor □odd, oven though it w&c not a printins saohino, 

n'ddod later pa* Therefore* the, Lavy pldced 








-*vrr 



'assuming properly, that tfei* 

' * *- i i * 

vv — * 

for two m ^gmr 

e hasing a rather large number of them later. Lieutenant Strubel, tlWChief of 



£981 



Jh*% >W Xfd .fae$Xt&.P Viea-^Vd l»*3wni2i. 



the Nary's Code and Signal Section of the Office of Naval Communications^ asked 



me to study the machine for its cryptosecurity. Navy had but two machines, neither 
of which could be made available, so I induced the Chief Signal Officer to buy a 
couple of them for Army study. The order was placed on 7 October 192b. The rotor 
wirings of the Army's machines were altogether different from those of the Navy, 
a fact which I discovered simply by asking Strubel to encipher a few letters on 
his machine, using settings Z specified. After some study I reported that In 
my opinion the security of the machine was not as great as Navy thought. The 
result was a challenge, which I accepted. Navy gave me ten messages put up on 
its machine and Z was successful in solving them. There Isn't time to go into 
the methods used, but if you are Interested you can find them described In my 
brochure entitled Avk^^jw 



Habera built several more models for Navy and these hod printing mechanisms asso- 
ciated with them, but Navy dropped negotiations with Hsbern when it became obvious 
that he was not competent to build what Navy wanted and needed. Navy then estab- 
lished its own cryptographic research and development unit at what Is now known 
as the Naval Weapons Plant in Washington. Army developed at the Signal Corps 
Laboratories at Fort tfemmouth a machine known as Converter M-13b, and here's a 

i ** 

slide (Fig. 35) showing what it looked like. Army and Navy went separate ways 
in such work for a number of years but finally. In 1938 or 1939 # close collabora- 
ting brought as a result an excellent machine which was developed and produced In 

^ I * , V ^ ■«. 

I \ 

quantity by the Teletype Corporation in Chicago. This machine was distributed 



and used very successfully by all our Armed Forced from 19^0 to the end of World 

*2^-' 6-ceav*&£ u/nX£. 'f4tur« 

War ZZ and for some years thereafter. This- -- wa s^--ra4&gr A ] ? 
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designated as tbs ECM Mark II, ECM standing for "electric cipher machine;" la tbs Army it 
was designated as the SIGABA, in accordance vith a nomenclature in which items of Signal 

^S\5Lw 

Corps cry p t o g r ap hic material are given abort titles vith the I n i t ial trigraph SIQ. 



Tbs SCM-SIGABA is a rather large machine requiring a considerable amount of electric 

ho , 

power and such toojheavy to be carried about by a signal operator performing field service. 



It vas safeguarded vith extreme cere and under strictest security regulations daring the 



whole period of WorldilsrJlI operations. /BBSs o^our Allies were permitted even to eee the 

\ L , r' \ ')vlr-v p’ " \ *+*■ e . c-c Jhf-d. J X V* L ~ ^ * 

A. 

machine, let alone bare it. A ln order to facilitate inter-cotsmxnication between U. s. 
aad British force s^sst adaptor;,*** developed, so that, by use of the latter in ^wiewtiaa 
wl tb-txr'Aw*¥ r tssn --2CM^8IgAM») mesaages could be exchanged in cipher British units. 



p oss e 



lv~ This system of inter* communication 



worked satisfactorily and securely. 



\ Certain' improvements in the method of usage and.. 

"/U 



components, to be associated 



with the ECM-SIGABA for automatic decipherment by perforated tapes, were introduced during 



■> '.the war-time employment of these machines* But the SIGABA- ECM as orginally developed and 

vO&vw' CuA 

^ produced became obsolete acme years after the close of hostilities vh e e c newer^ machines develop- 
ed by NSA eryptologists and engineers - replaced them, but not because there w ere ever any 



indications that messages enciphered on the machine had been deciphered by the enemy. As a 



matter of historical fact it may be stated that, all enemy efforts to solve 1 such messages 

i r ' t 

were fruitless, and it is also a fact that no. machines were ever captured by the enemy; nor were 
there ever any suspicions that a machine had been exposed to enemy inspection at any time. 

Once and oily once were there any apprehensions In this regard, when, through a careless 
disregard of specific instructions , a truck aad an attached trailer, in which this machine * 
aad associated material were housed, were stolen during the night when parked in front of the 
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headquarters of the 26th Division during the Battle of the Bulge* ^ fL great search vaa 



^' r tK- 



ft 



% . i l' li «■ ' I 

y' instituted^ during the course of which a river vu diverted ^ Isad] the trailer, with all its 

!3?«. 1 ^cwe-^v, urwj bst-w-i; vl w»* &■' "*•*£-■{ , 



^jC W'f'A'j ^ *■* J 

contents intact, was found resting on the former bed of the diverted stream. A The episode 



imM* P f >wvi ' fey A5.-V- Ccrvvt-iv o .-.’As-i-.jf £.eL*3*k*i vj?ew-^£V»*i * ^ ^ 



terminated in court-martial proceedings;; and’ there were no'. further Incidents of this sort. 



Let m add that such apprehensions as were entertained at the time of this tempor a r y loss 



of custody of the machine were based not upon the possibility that its usefulness was at 



an end but upon the fear that the Germans would mate "Chinese copies" of it and thus be in 
a position to turn our very v a l u able weapon against us. 

About five years before the SIGABA was put into service the Amy's need for a 
small cipher machine for field use became , obvious. The strip cipher system was not suitable 

Q\fy/ 

for this purpose, nor was the Any^a ^l c e tg ie a ^ nachine, Converted M-134 ; suitable, for 
v reasons already lxTdicated in connection with the SXOABA. The sum of $2,000 was 

allotted by the Amy to the Chief Signal Officer far the development of a cipher machine 
small enough to be suitable for field usage but also affording adequate security. The 
funds were naturally turned over to the Signal Corps Laboratories at Fort Monmouth . , 

Hew Jersey for this development. The military director of the laboratories, spuming all 
preferred technical guidance or assistance from the Signal Intelligence Service and 
deciding that his staff had sufficient teow-bow without outside assistance, developed a 
machine which required no electricity, being all-mechanical. On its ccng&etlen the model 
was sent to the Signal Intelligence Service for a crypto security test. Two short massages 
' were enciphered by the Chief of the SIS using settings of his own selection, fie then 
handed the messages and the model over to me as technical direette and I turned them over 
to two of ty assistants. The reason for turning over the model with the messages mas that 



it most be assumed that under field conditions machines will be captured. One of the 
two test messages was solved in about 20 minutes; the other took longer - 35 minutes. This 



test brought an lgosainious end to the SCL development, brought about by the failure on the 
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machine, which became known a* Converter M-209. Over 100,000 of them were manufactured 
in 1942-1944 by the Smith-Corona Typewriter Company, at Groton, Hew York. Bert's a 
slide (Fig, 36$sbowing the machine, which was extensively used by all our Armed 
Faroes daring world War II, and here's another (Fig,367<^} showing its internal 
mechanism. It turned out that under field conditions the fears tcpOn which I had based 
ay personal rejection of the Sfegelln machine proved to be fully justified - a great deal 

of traffic in it was solved by tbs Germans, Italians, and Japeaese* If I was eharined 

a 

or suffered any remorse when I learned about the enemy successful attacks cm M-209 
traffic, those feelings ware generated by my senjge of having failed myself to think 
up something bettor than the M-209 despite the uatof a mslb de s o n duet of the military 



director of the SCL. 



With the introduction of printing telegraph or teleprinting machines for electrical 
communications the need became pressing for a reliable and practical cryptographic 
mechanism to be associated or integrated with such machines. The first apparatus of 

this sort in the U. s., shown in this photo (Fig. 37), was that developed by the 

TeJej Jr^W 

American and. Telephone Go., in 1918, as a more or less simple but ingenious modification 

A 

of its ordinary printing telegraph, first, -a: few explanatory words about the basic 

Iftsc 

principles of modern teleprinter: may he useful. This principle employs what is called 
A 

the "Baudot Code" , that is, a system in which permutation* of two different elements 
taken In groups of five are employed, to represent characters of tbejalphabet. Curiously 
enough, Francis Bacon was the first to employ such a "code" way tjftek in the early 

1 

17th Century, and I showed you the cm he used, la Lecture No. 2. (see Fig. 25, p. 42, 
of PSA Technical Journal, Vol. V, Bo. 2, April I960). These two elements in Bacon's 
"code" were a'* and b's; he used but 24 of the 32 permutations available (2-^32), For 
electrical ccamuinications the two elements may be positive and negative currents of 
electricity, or the presence and absence of current, the latter system being often 




-ftAe sung »«at{£ •JCtctAT^99£«M pm 
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S 3 modifying the standard printing telegraph machine to mate it a printing 
telegraph cipher machine, or, to puttha printing telegraph cipher machine the 

I 

American Telephone and Telegraph Company was fortunate In having at its disposal 1 

3$) 

the services of a ecs»mieatioas engineer named Gilbert S. Veraam.vho conceived 

v * ~ Tv 






a brilliant principle Tha t p r inciple turned out to he so useful and valuable 

that it baa cease to bear his same and is oftern referred to as the "Vernaaa rule." 

\ -L ^ 

1 ‘ \WcvVOUvv</ VrS^J-ziu — <0 a*=>sidb=4 - ^*’' B; 'j -©^Xs. 

- ^ * ««"H~ ^ ~ 

and spaaing elements of a 5-unlt code group were combined one by one with those 
of another 5-unit code group, which would serve as a haying group, end the 



resultant 5-unit group transmitted over a circuit add coabln&d at the receiver with 









the same keying group in accordance with the same general rule t .s6' tbs final 

Cev<^a-L>cJL^r€A^ L<JU*enj Uu } Qr~ 

resultant would he the original character. Vernaaaartsaflsrt Ms, Ides te aalre^ 1 ___ 

<ujw jfcjtiL S'&aavs. Cs. o*j\ JLt^. 1T\ 

vasjfiled in the U, S. Patent Office on 13 September 1918, and Patent Ho. 1,310,719 
was granted on A ths Invention entitled a "Secret Signaling System," 






The following more detailed description of Vernam’s patent on the foregoing 
cipher system is extracted from a paper written by one of tbs A. T. & T Company's 
engineers who aas associated with Mr. Vernam at the time the invention was 
conceived and who a few years after retirement from that company, became one of 



HSA'a consultants: 



This patent describes an "on-line" system, each character 
being enciphered, immediately transmitted, and in turn deciphered 
without deity a* the receiving terminal. Thus, characters of a 
message in perforated tape form are automatically combined with 
other or key characters, "preferably selected at random," also 
in perforated tape fora, and used only once to produce a third 
group of characters which are transmitted over the circuit* At 
the receiver an identical group Of key characters is used to 
provide signals for combination with the arriving signals, character 
by character, to produce the original message. The combining rule 
^for these operatic** disciflflgdin the patent was one in which like 
* code elements prodMed n mBK^ en d unlike elements "marks", as 
■ - shown below. 7 • 



. ^ _ 
* ^ - * 



20 - In this system which uses only two different symbols or elements, „the so-called 

■ r\A3?Ui ^ -f"T-»Cs rtAml-v? nr# wilft -! r* 4 4- « m-m \ 



binary code," the combini ng - - ru le is its own inverse-. 
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Message character 
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Cipher unaracter - + - 

Key + — 

Deciphered Character + + - - - 



It was, however, recognized that the opposite rule would work 
eq ually well, two like elements when combined giving a mark and 
two dissimilar elements a space, thus: 



Message Character 
Key 

Cipher Character 
Key 

Deciphered Character 



+ + --- 

+ --+ + 
+ - + 

+ - - + + 

+ + - - - 







Other patent applications filed and later granted described 
the corresponding - "off-line" - method, where the encipherment 
is recorded in punched tape form for later transmission, but a 
single one-time random key- tape is used; the simultaneous use of 
of two endless key tapes, as described below; a scheme for eliminating f ~_ 
"stunt" eofiBinations"'- "bells" . "liHS-fihift" -and the 'like - and '* 






V 



stunt" c<5fibinatibns V "bells", 'VliW^Shlft -and t*he 'like - and 
many other , ideas and devices in this field. ‘ v ■ 

' ,'* ■< ; - ■ ■ ' " T " 

. v . * ' ; , ’ 

1 V. ' '• ' ' ' * v'j'- ■Si.* „ 1 

■ ■* *i'v. i* T v * i i 1 * , . i 

t I _ 1 f * -> - 1 v- + J h ml* 4 * 

Her. i. an extract from a paper by Vernem hlmeelf. *ioh in elmple laagaag. ^1.., , 
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how his invention worked inns, system developed during World War I far use of the 



Signal Corps, U. S. ArmyJ^^ 

CIPHER MACHINE - METHOD OF OPERATION 



The messages are first punched in a paper tape by means of the keyboard 
perforator {Fig. 37 of this lecture}. . . . 

The cipher "key" may take the form of another tape of similar form having 
characters punched in It at random and with every tenth character numbered, so 
that the tape may be set to any designated starting position. Hie key tapes are 
prepared in advance, the original key being perforated by hand, as by working 
the keyboard at random, additional copies being made automatically by the machine. 

Hie message tape is passed through a unit known as a transmitter, where 
the holes in the tape serve to control the positions of five contact 
levers, each of which makes contact with either of two bus bars. Hie key tape 
controls the contacts of a second tape transmitter. The contacts of the two 
transmitters are connected to a set of five magnets or relays as shown in Figure 
9 (Fig. 40 in this lecture}. Each magnet will be energized if the correspondingly 
numbered contacts of the two. transmitters are against opposite bus bars, but 
not if they are making contact with similar bus bars. In the diagram, contacts 
1 and 2 of the message transmitter, are against the left or positive bus bar, 
this setting representing the letter "A". Contacts 1, 4 and 5 of the key 
transmitter are against the positive bus bar, representing the letter "B" in the 
printer code. This will energize magnets 2, 4 and 5, which combination 
represents the letter "G". 





All of the possible combinations resulting from various characters in the 
two tapes might be shown in a cipher square which would have 32 characters on 
a side instead of 26 (as in the case of the ordinary Vigenere Square}. 

The characters of the cipher messages, formed in this way, mpy be recorded 
as perforations in a third tape. For this purpose a "machine perforator" is used. 
This device is s imil ar in many respects to a keyboard perforator and is shown in 
Figure 10 {Fig. ifT. in this lecture} . The tape, from a reel an the top of the 
machine, passes through the punch block at the front left comer or the machine. 
Here it passes under a die plate and over a group of six punches, \fcich may be 
forced up through the tape by the action of an electromagnetic hammer. Five 
of these punches are too short to be acted on directly by the hammer and are 
pushed through the tape only when an individual "selecting finger" is interposed 
between the punch and hammer. The five selecting fingers are actuated by five 
magnets which may. be controlled by the relays shown in Figure 9 M- A 
ratchet -operated star-wheel feeds the tape forward after each character has been 
punched. 

v ^ / Vemam, Gilbert S a "Cipher Printing Telegraph Systems for Secret Wire and 
Radio Telegraph Communications," a paper presented at the Midwinter Convention 
of the A. I. E. E., New York City, 8-11 February 1926. 
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Massage charac ter + + - - - 
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Cipher -onaracier • + • + + 

Ksy + * - + + 

Deciphered Character + + - - - 

It was, h owever , recognised that tte opposite no* would work 
equally well, two like elamant* when combined giving A work and 
two dissimilar slsmsnt# a qim, thus: 

Message Character + + • . • 

Khy + * • + + 

dpter Ctexacter + - ♦ * - 

Ksy + * •» + + 

Deciphered Character + + **. 

Otter patent applications filed and leter granted described 
tte co rre s ponding * n off-line" • netted, wtere tte enciptenmrat 
Is recorded in punched taps for* for later transmission, but a 
single one-time random key-tape is used; tte simultaneous use of 
of two sodias# key tapes, as described below; a sctene for ellttl Anting 
"stunt" combinations - ^tee-shift” and tte like - and 

nany otter ideas end denote i»-tt£s #j* 
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wbloh in simple language explains 



bow hie invention walked 






syetem developed during World war I for use of the 
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Signal Corps, tj. s. &xt&i& 
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The messages are first punched in a paper taps by afttns ,aT the keyboard 
per for a tor (Fig. 37 of this lecture]. • • . 

The cipher "key” say take the foam of another tape of similar font having 
characters punched Is it at random and with every tenth character numbered, so 
that the tape say be set to any designated starting position. The key tapes ere 
prepared in advance, the original key being perforated by hand, ae by working 
the keyboard at random, additional copies being amde automatically by the machine. 

The message tape Is passed througr a unit known aa a transmitter, where 
the holes in the tape serve to control the positions of five contact 
levers, each of which mates contact with either of two bus bars. The key tape 
controls the contacts of a second tape tran smitter. The contacts of the two 
transmitters axe connected to A set of five magnets or redeye as Shown lhFigure 
9 (Tig* to in this lecture) . Bash magnet will be energised if the corr es pondingly 
n um bered contacts of the two transmitters era against opposite ten bars, but 
not if they axe making contact with slmlTsr bus bars. Xn the diagram, contacts 
1 and 2 of the massage transmitter, are against the left or positive bus bar, 
thin setting rep r esent ing the letter "A". Contacts 1, 4 and 3 of the key 
transmitter are against the positive bus bar, representing the letter "B" in the 
printer code. This will energise magnets 2, 4 and 5, which combination 

ssMMamsMSHAm 1 1 a. W/vW 
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All of the possible oouhinatians resulting from various oharsetera in the 
two tapes algst be shown in a cipher square which would have 32 characters on 
a side instead of 26 (as in the ease of the ordinary ViganaTe Square). 

The characters of the cipher aessages, formed in this way, may be recorded 
as perforations in a third tape. For this purpose a "machine perforator" is used. 
This device is similar In many respects to a keyboard, perforator and is shown in 
Figure 10 Qttg. 5?. in this lecture; * The tape, from a reel on tte top of the 
machine, puses through the punoh block at tte front left comer or the machine. 
Here it passes under & die piste and over a group of six punches, white may be 
farced up through the tape by the action of an electromagnetic hammer . Tire 
of these punches are too short to be acted on directly by the hw a rmr and are 
pushed through the tape only teen an individual "selecting finger" la interposed 
. between the punch and teaser. Die five selecting fingers ere actuated by five 
magnets which may be controlled by the relays Shown In Figure 9 [to]. A 
ratchet-operated star-wheel feeds the tape forward after each character Jtes been 
Ptedte^raam, Gilbert S. "Cipher Printing Telegraph Synt*^c*^«^’^^' 
v ^^SiTTaS > graph c«asunioatiano, u a paper ^proBerrrted at tee ildotnter Convention 
of teo A. I. n# E., Hew York City, 8-11 February 1928# 






The tn tula wjr Is unintelligible Is f cans 

sad way be se»t w wo swnTtHQ itstlofi by •MMQJW OP by Mi\ , OP if dS lj f jdji 
It mj be transmitted by -wire or radio sad reproduced by another machine perforator 
st the receiving point, toe cipher tape is there run toroutfi the message 
transmitter, where its characters combine with those of s duplicate hey tape to 




~ \ ■* 

With the system as described above, toe key tape most be st least aa 
long as the atm of all the message tapes used with it, as toe messages will 
lose their secrecy to some extent if the key tape is used repeatedly. toe use 



of s abort repeating key may give sufficient secrecy far some uses, however. 



A roll af tape 8 inches la diameter contains shoot 900 fact of tape and 
would serve to encipher about 18,000 words counting five printed characters 
and a space per word, without repeating the key. If sent at sc average speed 
of 45 words per minute this number of /words would require too minutes cyjaearly 
T hours to transmit. 

» 

- In order to reduce the amount of key tape required for handling large . 
amounts of traffic, the "double key" system was devised^ X» tola systaa two 
key tapes arehsed, the ends of each tape being glued together to t on a loop 
preferably? about seven feet in circumference. She tapes should differ In 
length by one character or by some nuaber which Is not a factor of the number 
of characters in either tape. A separate transmitter is hand for each tape, ; 
end the characters of the two key tapes are combined, by a method similar to \ 
that shown In Figure 9, with those of the me s sage tape to foam the cipher message* 

toe result Is the same as though the two key tapes were first combined 
to produce a long single non-repeating key, which was later combined with the \ 
message tape. 3hls long, single key is sot, strictly speaking, a purely redden 
key throughout Its length as it Is made up of combinations of toe two original 
sad comparatively short key tapes, toe characters in the key do not repeat ! 
in toe sane sequence at ocaparativeiy short regular intervals, however, as would 
be toe case if only one key tape loop were used* 



toe amber of characters in this eqvdvnlent-slngle key is equal to ", 
toe p ro d uct of toe number of characters in toe two tape loops, and may easily 
exceed 600,000 before say part of the key begins to repeat. If proper care \ 
is taken to use toe eystsm so as to avoid giving information to toe manor 
regarding Its lengths tf the two toy tape loops or their initial settings end 
to avoid the possibility of ever re-using any part of toe resultant single x 
key, this system is extremely difficult to break even by an expert cryptanalyst, 
having a large number of messages and full knowledge of toe construction of toe 
machine and its method of operation. 

o 

toe foraging double-key-tape system was placed Into operation In 1918, on 









three start-stop circuits which were used for lnterecamunication among four stations 



\ 1 * 1 1 



V*VJ 11* 4 



\ -5 



serving Washington, Sew York, Hoboken and Norfolk, sol which according to Barker 



\\ 



{see footnote 21 above/} "continued in operation for cany months, even after toe end'V- 






of toe war. to addition, a signal Corps Company was organized to go to Europe with 



new equipment for Installation of prlDtlng-telegraph circuit* in France, tola 
Signal Company was about ready to sail when toe Armistice was signed November U, 150.8. 



Upon my return to Rtverbank in April 1SQL9> after being demobilized) X became 
an Interested party in an rather warm ar gu m en t conducted by letter* eachangsd between 



Colonel FSbyan, toe Chief Signal Officer, toe Director of Military Intelligence, and toe 
tor Department, regarding toe cryptosecurity of the cipher printing telegraph system 



V* 



by meetia ^guccessfully 



, fa T”^ T* Ca. G**a**i*VL *Lf, S*c. tHa , 

a-t OJh&J- ~£w.rr 
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a challenge by the Signal Corps to prove Fabyan's contention. 

^a, T ( OV. & Q* 

ng the cipher tapes of about 150 messages selected from one day’s traffic 
(&L*. 5f W 1 9 i^4^Ljj^UUrfW ')ioS^BL ^£L^'ciA^*\=ol2 ^j^**** 

lathe system, .'flfvrote a monograph on the solution, consisting of a basic "paper of 'I ^ 



21 typewritten pages, an Addendum 1 of 10 pages, and Addendum 2 of 25 pages and 



f 



^ c3j -P^ ^ eB ® vas Bent to Waahlngton»ft 

^Tr^/^© /w/a^CuuArf 3/deoXT 

. wi t h a perfor a ted cipher-message tape to each of the offices named above. Zn order to 

\ A 



aur*J 



decipher these messages the Chief Signal Officer had touse his .key tapes, thus 



l 



t 4 I I 1 A 



/ 



proving that not only had Mrerbaak solved the system but had reco v ere d both key 

* t 1 * J » 1 pfc , 

tapes -which had been employed in enciphering the challenge messages., so that Riverbank 
was in a position to produce the plain text of any of the latter on request, If further 
proof of solution was needed or desired, a The solution was accepted with mixed 
feelings in Washington, especially on the part of^the Director of Military Intelligence 

‘ 8 a^L Q 

who^. signed a letter to the Chief Signal Officer ^prepared by Ms^SsYardley^ 

to the effect that the cipher system in question ins- "absolutely indecipherable. ~ 

94*~a««»& C^au\aJLJ{J(L /«avdCL 

had the duty and courtesy e f -w> i^ te a congratulatory letter to Colonel Fabyan, dated 

* , 

24 March 1S20, the final paragraph of which is as follows: 



Your very brilliant scientific achievement reflects great credit upon 
you and your thole personnel. It would be impossible to exaggerate in paying 
you and Rlverbank the deserved tribute for this very scholarly accocopliEhinent 

The paper by Mr, Parker (eee footnote 21) closes with the following final 



paragraph: 

Perhaps some day MT. Friedman will tell of the part that he and the 
RtveTbank laboratories played in the ctyptanalytic phase of this development. 

Mr. Parker was not aware of -the fact that what he suggested had not only been 

r* 

done onee^ but twice. The first time was immediately after the solution, and copies of 
the -write-up mentioned on page 00 had been sent to Washington but they had met the 
fate that often happens to documents of limited or special technical Interest— complete 



disappearance in the voluminous files of bureaucracy. The second time -was soon after the 




y mw i *4 

^ ^A»Q o -rtf^Q >^r&i> £&**, AA^^'U^Aa* 

_ -^£ Ju£fe&»Oj 

'v»o irtoo Wi^WiiZ^r ciaIc a£> 

■4>«ru»Cfe* »>«. yt^L 'ju Cuh t^.^^c 
✓to "yV\D-i«A> !v\axAfinyuapjz_ f 
‘'Caa^J&m » H%| 2 i 4 «a*. 

&V. «fV\ 4 ^ ^ a**JL 

1 5-^fiJp^vOvOl. XKU. 'A'Wtb aa TKj*- ^ 

/ S^ - V. JA ^<U» w \ j»Q» -. - **( ^ COn» *iA»d t ^Y 

S&wO 5^0 &e- * ^ 
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end of hostilities of World War XX, when it was discovered that a certain outfit 
1 won’t name was using the double-tape keying system for its teleprinter consunlcatlons. 
I managed through sy own files and uncovered the handwritten manuscript of certain 
parts of that X had written at the eldse of the successful solution If that system 
while at RtveTback. hty second write-up is a classified document, dated 21 July 19 W 
the sub-title of which is "Can Cryptologic history repeat itself?" It la possible 

that this write-up can be made available to those of you who are interested in 

/ 

reading it^if proper authority grants permission. 

Mr. Parker’s paper (see footnote 21 above) devotes a good deni of apace to the 
contention that the only reason why the double-tape keying method was adopted' was 
that the Signal Corps and specifically its representative, Colonel Mauborgne, 

t » * 1 » * 1 4 , - .■ 

r * 

"oonplaiued about the difficulties that might be experienced in the preparation and 
distribution of one-time random key tapes, and seamed inclined to disapprove of the 

v 

proposed system because of these difficulties. Since the systems, when properly 
used, seemed obviously to be one which gave absolute secrecy, a discussion arose on 

the value of the system and on methods which might be devised for the production 

r 

and distribution of long one-time key tapes having charaetes arranged at random." 

Parker points out that the original method of use contemplated the use of long tapes 
of this nature and that he and his associates felt that the problem of producing 
and. distributing long tapes "vhii<£. prese n ting a challenge, was not impractical. " I am 
glad to admit that they were ri^it, because during World War XX and for years afterward 
tapes of this nature were produced by special machinery (la same cases as many an 
five copies being perforated and the sections aushered automatically In a single 

1 

o p er ati on). Distribution of and accounting for the tapes proved practical, too, and 
aside from an occasional error involving the re-use at a once-used tape, absolutely 
secure inter^amaunicatian by radio printing telegraphy was assured and was used between 
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and among large headquarters where the valtae of traffic Justified the use of th£s*'“‘ 



equipment* The principal advantage was the simplicity of czypto-operations-Hnoj . rotors 
to he set, no settup of ‘rotors to he enciphered, no checking of encipherment by 



deciphering the message before transmission, etc. 



216 AlT - 4 *■ oaw M " Mos + «• 



Signal Corps vers withdrawn soon after Rlverbenk proved the douhle»key*tape system 



insecure. The machines want into storage, when in due course most of thou ware 



dismantled. But after X left Riverhank at the end of 1920 and had Joirijfed the Chief 



Signal Officers staff in Washington, X induced the Chief Signal Officer to reacusitate two of 



equipments. These X employed, believe it or not, in codes, called Division Field 



Codes, far use In training or in emergency. X won’t undertake to explain how X 



p er f o r med this stunt, for It was a stunt, but it worked very successfully. The codes 



were duly printed, issued and used until there was no longer any need for eodes of this 



type. 



Cipher printing telegraphy was placed upon the shelf and more or less forgotten 
by Signal Carps caamuaicationa engineers from i960 until soon after Pearl Harbor. 

Although beginning about 1938, Mr. Frank B. Hewlett, one of ay associates, and X 
kept urging that there was or would be ml need for new sad improved machines for 
protecting teleprinter communications, there was not only a complete lack of interest 
in such apparatus, but 'what was perhaps a more Ss&ortaat factor in the failure to 

i 

A <■ 

continue work in this field was the lack of Signal Corps funds for research and 

/ 

/ 

/ 

development for s4eb work. However, the leading members of the S. X. S. maintained a 

ft 

' f 

'/ r 

theoretical ehyptanalytie ia g hmut in such equipment and in 1931 ts*s came an opportunity 

A > ' 

to test auqh ''theories as were developed by them when a machine produced by the 

( 

international Telephone and Telegraph Ccirggny evoked the interest of the Department 
of State as a possible answer to the needs of that Department for rapid and secure 
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cryptoeomBaxaicatian* by radio. Bie Secretary of State requested the Secretary of War 

to study the machine from the point of view of security. For this purpose messages 

enciphered by the Chief of the Cccsounlcaticns and R^eovds Division of the Department 
Here ^cb^fcwB & v-v**r 'E, 

of state were provided. h it is a source of satisfaction to be able to ten you that the \ 

S. I. S. quickly solved the test messages end therefore reported that the Machine was 



l 

quite Insecure; but it is with much regret that Z must now tell you who invented and 

■*1 ► | ' »* , 

J- A ‘ _ 1 

developed the ; machine. , It was a retired officer of the Signed. Corps and none other than 



my old friend Colonel Hitt* I was as embarrassed to tell him about the results of 
our test as he was to force himself to listen to what I had to say about the 

t 

inadequacies of his brain Child. As is so often the caylse, when a competent 



I 



( 

technician has to neglect his technical studies because of the pressure of administrative 
duties, he unfortunately finds it very difficult to keep abreast of new developments 



and progress In a field in -which he was at one time an expert. She X. T. & 7. 

Company having spent a great deal of money on the development of a machine which 
hardly presented any roam at all for Improvement, because the principles underlying 
It were so faulty, dropped further work an it. Cdbnd Hitt, X amt glad to say, 
readily survived the disappointment and was wen enough in 19te to be able to return 

y 

to active duty during World War XX and retired a second time at the end of hostilities. 
He lives a qutfcfc life now, on a smalU fara near Front Royal, Virginia. 

Our more or less sudden entry into World war XX, after 7 December 1J&L, Immediately 
brought a great need for cipher printing telegraphy, especially for radlocamuunieaticn 
but there was no apparatus for it ■jftatever— not a single one of those A. T. & f , 

Company machines of 1 50.8-1920 was in existence. But the S.I.S. did have drawings 
is* readiness, and the development of the machines was given as a priority task to 



the Teletype Corporation, because that firm hadjjpasroaHl that It had the necessary know-how 
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when It produced the SIGABA-BCM's for us. Kavy had less seed fcs* cipher printing 
tAj^grmpby than Array becuase the use of printing telegraphy by radio was then not 

practicable for ships at sea, However, Bevy did have a need for each apparatus for 

j>t'eaoreM&Wt> 

Its land ccaamaileatlons and Joined Amy la the ^d ev elo p m ent thereof. The machines 



were produced with i remarkable speed by the Teletype Corporation. Most of them 

r 

were allotted to A my, a few to HAvy* The Amy called the machine the SlOCUMj the 

t 

Bevy called it CSF-VafiST.^ under heavy use la *ervie ; impr ovem ents were made both In 



regard to mechanical and electrical features and In regard to methods of keying 






the use of Indicators, etc. But 1 must tell you that before those machines became 
available in quantity there was only one recourse: we went back to the use of idle 
double-key-tape method using standard teletype apparatus. The cipher was practically 
-the same as It was in 1920 but we had safer methods of key-tape production and 
indicators for their use. The S.I.S. and the equivalent unit In Navy were not 
hippy because operator’s errors left messages open to solution, so that when the new 
cipher machines were ready they were pleased into service as soon as possible, priority 



being given to circuits with heavy traffic. 



Cryptographic equipments of the foregoing type fall In the category of apparatus 

* 

for protecting LITERAL cryptocommunications because the latter employ letters of 
the alphabet; but apparatus for protecting CIFAX transmissions, that is, picture 
or facsimile txseai&dssla&s.a&d apparatus for protecting CIFHCNY transmission*, that 



is , telephonic castmicatlcns, were also developed. But there isn’t time to go 



>Uo 

i 



destalls with regard to machines and apparatus for these last two categories of 
crypto-equipments although the history cf their development is rather fascinating end 
very Important. But I Just cannot refrain front adding that In every case except one 



Ia) ( 



the apparatus produced by commercial research and development firms vi there* direct 

A 



guidance from the crypt ologlsts of the Army and., the Bavy. The one exception Is, I 
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believe, In the case of the extremely high security ciphony system and equipment 
developed and built by the A* T. & T. Company. It vs* celled SIGSAX^T. There 
were six terminals, each of which cost over $1,000,000. But KSA crypt ologists 
and engineers have produced smaller and better equipments based upon SIGSAL^Y 
principles and such equipments are bound to play e xt r eme ly Important roles in any 
wars in the future. 

So much for the history of the developments and progress in cryptographic 

apparatus at this point. I shall return to that phase of cryptologic history before 

% 

the cose of this lecture. Right now I shall say a few words about the history of the 

A 

developments and progress In cryptanalytic apparatus* 

■> 

The solution of modern crypto-ccMHunication systems has been facilitated, and, in 
same oases, made possible only by the invention, development, mod application of 
highly specialized cryptanalytic machinery, Including apparatus far Intercepting and 
recording certain types of transmissions before cryptanalysis can earn be undertaken. 
One must understand the basic nature of the problem which confronts the cryptanalyst 
when he attempts to solve one of these modem, very complex cryptosystems. First of 
all he must be given the crypto-communications In a form which makegthem visible for 
inspection and study. Usually they are characters (letters or numbers) in the case 
of literal communications , or they are electrical signals of a recordable type In the 
case of clfax or ciphony casmunlcatlons. Next he must have available to him 

Instrumentalities tht will assist him In his analytical work, such as machinery for 

/ 

making frequency counts, comparisons of sequences, etc., and this. In the case of 

j 

complex systems, must be done at hlgi speed. Cryptanalysis of modern cryptosystems 

requires testing a very great number of assumptions and hypotheses because sometimes 

' c \ 

astronomically large number of possibilities, l.e., permutations and combinations 

o"tUer 

must be tested one after the / c3gfe«r until the correct answer Is found. Since the 

in ' " , 
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advent of high-speed machinery for such purposes, including electronic digital computers 
about which so much Is being heard and read nowadays, the cryptanalyst isn't discouraged 
by these a s t ro nomically great numbers of possibilities. 

Perhaps long before ay time cryptanalysts In Europe discovered that the use of 
sliding strips of paper could sometimes facilitate reaching a solution to a 
cxyptanalytic problem, but so far as I am aware the very first cryptanaltylc aid made In 
the U. S* is the one Shown in Fig. *fL , which la a picture of what X made at RiveTbank 
and which X called the Folyalphabet . It was useful In solving ciphers which today 
are regarded as being of the very simplest types. When X came to Washington after 
leaving Rjverbank X wasn't troubled by a plethora of Ideas for cryptanalytic 
aids — I was pre-occupled with devising and Inventing cryptographic aids and machines. 



But X did now and then develop and try out certain ideas for cryptanalytic aids, 
frequency counters, comparison or coincidence maehlnery^and the like. Why didn/t 
X think of IBM machines? X did,, but What good did that do? Did the Signal Office 
have any such machines— or even one dollar for their rental? You know the answer 
to that without ay spelling it out. There wasn't any use even in suggesting that 
IBM machines could be of assistance to ms— remember, now, that i/a taking about the 
years from 1921 to 1933* end In the last-named year we were in the depths of a great 
economic depression. But one day In the sumaer of 193^ X learned by a devbus route 
SW «re n* then .tariag «=reta)th.t the *«, Cod, and Slg nal 
Section had some IBM machines or two, and sy chagrin was almost uj&SK&able. Hot long y 
afterwards X learned that a certain division of the Office of the ^.artermster General 



In the Munitions Bnlldlng had an IBM installation which had 



beenus' 



ed for accounting 



purposes In connection with the C.C.C— the Civilian Conservation Corps^ established to 

/ 

provide work end subsistence for young men who could find no jobsiln the depression. 

L 



X also learned that a new officer had just been assigned to bead that particular division' 
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/ 

and that he just had no use for the new-fangled Idea* of his predecessor and -wanted 



to get rid of those nasty 135 machines. But the contract with USH still had some 



«nnthn to run before the lease expired and either the machines would sit idle or 



the Government would lose money by terminating the contract before the due date of 

expiration. This annoyed me, but It also gave me an idea. I wrote a memorandum 

and here’s a picture of it (Fig. 43 ). 1*11 read you what it says: 

30 October 1934 

Major Akin: In many years service here I have never once "set ay x N 

' y heart an" getting something I felt desirable. But in this case \ 

X have set my heart on the matter because of the tremendous load 
it would lift off all our backs. \ 

The basic idea of using machinery for code compilation is mine 1 

and is of several year’s 1 standing . The details of the proposed system 
were developed In collaboration with Mr. Case, of the Int. Bus. Machines 
Corp. 

} 

I regard this as one of ay most valuable contributions to the 
promotion of the wort: for which we are responsible. | 

- Please do your utmost to put this across for me. If you do, 

we can really begin to do worthwhile cryptaaalytic wort. 



Attached to the memo was a brief explanation amounting to what I’ve told you \ 



about that IBM installation in the Office of the Quartermaster General. Bote that 



I placed the emphasis upon the burden that would be lifted from cryptographic wort 



by using the 135 machinery, thus leaving more time for cryptaaalytic wort. This was 



because the responsibilities a£ the S.I.S. for cryptaaalytic operations were at that 



time restricted purely to theoretical studies. Studies on cryptaaalytic wort 
on foreign cryptosystems had been a responsibility of G-2 of the General staff until 

1$£9, responsibility had been transferred to the Chief Signal Officer and the signal 

— 

Corps in the year named. But the Chief Signal Officer had vary little money to use for 



that purpose, and, besides that, the Army Regulation applicable thereto 



specifically restricted cryptaaalytic operations on foreign communications to wartime. 



And, more to the point/ was the fact that there was no material to wort on even if 



funds were available, because the Army had at that time no intercept stations whatever. 







-1 
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anywhere In or outside the U. S. But that's another story and I'll proceed to the 
next point, which is that W awsro to Major Akin produced results* Just a half 
/ / month after X wrote and putit in his "In" basket I got the machines moved from the 
Office of the Quartermaster General to my own warren in the Office of the Chief 
Signal Officer I That memo must have been potent magic . 

Once having demonstrated their utility to the Chief Signal Officer the almost 
prematurely terminated contract vith IBM mas renewed— -and soon expanded. I don't 
know how we could have managed without such machines during World War XX. Here* a 
^.4 a picture (Fig. 4 ^) of one of two whole wings in one of our buildings at Arlington 
Ball filled vith TEH machines— the biggest installation in the world at that time. 



We built car had built for us by 104 sad other concerns adaptors to work with 
standard X04 machines; we constructed or had constructed far us by commercial firms 
highly specialized eryptanalytic apparatus, machines end complex assemblies of e opponents . 
Under war-time pressures fantastic things were accomplished and many were the thrills 
of gratifying achievement when things that just couldn't be done were dene— and were 
of high importance in military, naval and air operations against the enemy. 

Even were time available X couldn't show you pictures of some of the higb-cl&se ; 

1 \ 

gadgets ve used; neither is it permissible to say more than X have already said * 

\ 1 N 

1 

about them, even though it is no longer a deep secret that electronic computers are , 
highly useful in cryptologic work. For example, here Is a paragraph (Fig. ) taken 
from a Russian book entitled 
and below it is that it says in English. 



To the layman the exploits of professional cryptanalysts, when those exploits \ 

I 

cesae to light as, for example, in the various investigations of the attack on Pearl 



AO 



Harbor, are much more fascinating than those of cryptographers, whose achievements 1 In 






# 



their field appear,, to be dull or tedious to the layman. But long consideration of the 
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Military importance of COMSEC u against CQMXHT loads me to return to 
something Z mentioned at the Tory beginning of this lecture, when X made 
a statement to the effect that cryptography and cryptanalysis represent 
the obverse and reverse faces of the same single coin* In closing this 
lecture I will expand that statement a bit, and in so doing perhaps formulate 
a dictum which we may call the law governing the minting and usage of the 
cryptologic combat coin* It would run something like this* 

Mien an officer is selected to commend a fighting unit, an efficient 
appointing authority gives his and entrusts into his care a top secret, 
angle talisman of great potency, a coin which is called hie oryptologio 
combat coin, and whiah, as is usual in the case of all but trick coins, 
has two faces, a C01HBT face and a COMSEC face* When given to hitq that 
coin should be in mint condition, it should be bright and shiny on both 
faces, and he should strive his utmost to keep them both that way* If, 
to begin with, he is given a coin that is tarnished a bit on both faoes, 
he is really starting out with a great handicap, no matter how good he 
and his forces are in respeot to also, equipment, training and ability. 

If he keeps only the CQM&TT face bright and shiny, he stands a good chance 
of winning a battle even if hie foroee are inferior in else, etc, compared 
with those of the enemy. But if he lets the CGUSEC face of his coin become 
dull from indifference, carelessness, or ignorance, he will almost surely 
lose the battle, even if his forces are superior in else, etc,, compared 
with those of the enemy* 

As a remarkable example of the validity of the foregoing diotua, an 
example that comes directly from the two Japanese Navy officers who wrote 
Midway t the Battle that Doomed Japan (see footnote 12 above) let me quote 
the initial paragraphs of the Prefaoe to their book (p, xiii) i 

For Japan, the Battle of Midway was indeed a tragic defeat* She 
Japanese Combined Fleet, placing its faith in "quality rather than 
quantity," had long trained and prepared £nc to defeat a numerically 
superior enemy. Yet at Midway a stronger Japanese fores went down to 
defeat before a weaker enemy* 

Not only were our participating surface forces far superior in 
number to those of the enemy, but the initiative was in our hands* 

Nor were we inferior, qualitatively, in the crucial element of air 
strength, which played the major role throughout the Pacific War* 

In spite of this we suffered a decisive defeat such as the modern 
Japanese Navy had never before experienced or even dreamed possible. 
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Earlier in this lecture (sse p. ), I quoted two other paragraphs 
ff sa this same book, in whioh the Japanese author* sake fck perfectly clear 
the reasons for the less of the Battle of Midway, reasons which hare also 
boon stated by other writers. The cryptologic combat coin our Maty entrusted 
to Admiral Kindts was highly polished and bright on both sides | the one the 
Japanese Maty entrusted to Admiral Yamamoto was dull on both aides to begin 
with. Admiral Yamamoto not only didn’t even knew how tarnished it wasj ho 
loot hie life because of his ignorance a couple of years later. Neither 
he nor his superiors had the experience and knowledge that were necessary 
to polish up that coin. It took almost ten years for the truth of that 
dlotum I formulated for you a moment or two ago to beeoae clear to the Jap- 
anese K&vy, Had they taken quick and full advantage of the unfortunate 



J.oak9ge the vital COUXH?. ***** the Battle of I adwny* they v - 

' “ _-r s ¥ j ~ i 

- -could and “perhaps would have 6cm to the proper conclusions long before ‘ v - 
they did* Who knows that tho results might havo boon, and the effect thereof 



on the outoomo of the war in the Peelfie? 



V.. i *: fci 



e in the c 






>•*&*! 

■ 



battles of World War II escaped the attention of Winston Churchill, who 

ka. 

oven way back in 1915. was First Sea lord of the British Navy in 

^ ' A He 

World VSar I takbn a great interest in cryptolagy» / **» final oceanaut ‘bn 

the Battle of Midway, is impressive in its guarded revelations and in its 

* 

restraint? 

One other lesson stfend* out* The American Intelligence system 

(succeeded in penetrating the enemy’s »o«t closely guarded secrets wellin 
advance of events. Thus Adairal Miaits, albeit the weaker, was twice 
able to concentrate all the forces he had in sufficient strength at 
the right time and place. When the hour struok this proved decisive, 
the importance of secrecy a^ the consequences of leakage of inform- 
ation are here proclaimed* 

It will probably seem to many of my listeners and readers that I have 

paid more tributes to tho achievements of our Havy cryptanalysts in World 

* “\Vv<2>lY^ 

War II thJw to those of N e*r Army and Air Force opposite numbers* If I have 
done so, I can only say in extenuation of what may appear to be favoritism 
tewrttt Navy and neglect toward Army and Air Force, that three factors are 
here involved. First, as regards my apparent overlooking tho contributions 
of tho USAF, I need but remind you that it wasn’t until after the war was 
all over that the Army Air Corps became autonomous* before then the technical 
achievements of oryptaaalyei* of that Corps were merged with those of the 
Army* Second, as a member of the Army’s Signal Intelligence Servioe, and 
then the Arsy Security Agency during World War II, it is fitting that some- 
body other than I blow the trumpets in celebration of our Army’s cryptamlytie 
achievements* All I will say is that they were as important as those of our 
IJavy, but for various reasons they have not received such publicity, which is 
4ust as well from the point of view of National Security. As a matter of 
fact, the publiolty regarding our iiavy’s cryptologic successes comes very 
largely from former enemy officers and from the various official investi- 
gations into the attack on Pearl Hard os, and not from any U.S. Navy personnel.. 
Third, there has been very little leakage with regard to Army’s eryptanalytio 
successes except such as can also bo traced bade to those Pearl Harbor invest- 
igations. General Eisenhower’s Crusade In Europe has not one word to say 
on the subjects of signal intelligence, cryptanalysis, oodes, oilers, or 
signal security, etc., although he does make a few rather caustic remarks 
about ~the failures and errors of his own intelligence staff* General Bradley’s 

N^Ihe Hinge of Fate, 7ol* 17* Boston* Houghton Mifflin Co*, 1950, p*B5£-5* 
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book 1* equally reticent on these subjects but I eaanot refrain from 

quoting one rather amts lag episode haring to do with COMSEC i 

To identify hille* read junctions, and tcwnJsithout our giving 
our plans away in the event of an en any tap on the wire, I had key 
features numbered on ay war aap end gave eopies of those numbers to 
idle division cownanders* it was a makeshift private code, lex enough 
to cause Di cks onjBra dley T s G-2\worry over the security of our plans* 

One morning when X called ndlajor-Oeineoral Terry Allen* ho referred 
_■ to an obscure cross-road by its number in this private code* 

"Just. a minute* Terry," X Mild* "X can't find that number en ay 

map*." 



’Well, listen carefully* Brad* " he said* "The enemy may be listening 
in* I'll say the name of the plaee as fast as X can* " 

Dickson overheard this conversation and threw up his hands* "Secur- 
ity wouldn't bo auoh of a problem*" he said* "if only there were fewer 
generals in the army*" 



General Hap Arnold's book I've mentioned before* and have taken one * - - 
extract from it* There are several others 1 might have used* but they are 
not too significant in revelations* One volume of the history of the U*S. 
Army in .for Id War IX* entitled "The Signal Corps" contains a few referenoes 

t 

to the achievements of the Signal Intelligence Serviee*but these* too* are 

not very illuminating* Xn only one book by a former H.S# Aray officer* Col* 

N» 

Robert s* Allen* entitled Lucky Forward t The history of Patton 1 s Third A rmnr, - 
do X find a specific reference to the help the SIS gave fatten* Xn telling 
about fatten' s signal of fleer* Colonel Haaannd* Allen writes i 

One of his aoe units was the SIS* A radio- intercept! on. agenoy* 
commanded by Major Charles Flint* a young* trigger-smart expert* it 
- worked olosely with G-2 on a dual mission* maintaining a vigilant 
security chads: on friendly coa n a mi oatloas and intercepting enemy 
messages* The unit performed outstandingly in both field# • 

Its reports plugged up an unwitting leak from a Mechanized Cavalry 
sour oo, capable of revealing important troop-movement information to 
the enemy* And at a oritieal period in the Battle ef Bastogne* the 
unit broke a German coded message that enabled heavy losses to be in- 
flicted upon the redoubtable 5 Para Division* The SIS was particularly 
fruitful in breakthroughs and fluid situations when the enemy was on 
the run and had to use radio* 

The foregoing extract is* of course* far from spectacular* Indeed* 

I imagine that it will hardly bring forth more than a polite yawn from 

/ 

many members of an audience that has already learned about the sensational 
revelations made during the various Pearl Harbor investigations* and about 
those famous letters that General Marshall wrote to Governor Dewey* But 

‘n^ITow Yorki The Vanguard Press* Inc**' 1957, p* W8. The author makes some 
quite caustic comments about the failure of the Intelligence staffs to 
make use of the intelligence they were furnished* They are worth reading* 



*3 
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there ream las this such sere to be saids the achievements of our Any’* 
cryptologic units both in Washington and in the field, as well as certain 
still undisclosed top secret successes of our Navy's units ashore and 
afloat, ore locked away in archives '■here they will probably reaain for 
a long, long time. Here than this Z am not at liberty to tell you in 
this lecture. 

With this statement I bring this series to a rather undramatie but 
1 hope meaningful dose. Z will wind it up by paraphrasing the last 
sentence of the Introduction to that important book The Battle of Midway 
from which I have quoted at some length. The Introduction was written by 
Admiral Nobutake Sonde, the senior livingasmAs* commander of the former 
Imperial Havy, she participated in that battler ! close this serias with 
the hope that ay lectures mill serve as material for criticism and reflection. 

Thank you very much for your kind attention) 
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§ machine and built the 5-rotor nodal which you see is this slide (Fig, 34). The rotors 



U 4 



[ J o, ore interchangeable sad can he inserted ^rightaide-up” or "Upside-down’ 1 ; the internal 



\ ^4j wiring conld he readily changed. But this was not a printing machine. Fewer was 










r 



I CL*. 



furnished hy the small drycell seen at the upper left* The Nary was considering 



CL 



X&i 2-vvv. C , Jj 

purchasing a rather^ number of t hese t a achinei a nd LiejAt Strubel, the Chief of the 



i ^ f Nary’s Code and Signal Section of the Office of Naval Communications, ashed me to 




study the machine for its cryptosecurity. Nary had hot two machines, neither of which 



-^erV k^t <pnke*r unt* 

4 ^ * could he made available, so Z induced the Chief /Signs! Officer to buy a couple of them^ 

2 1 Or w *1 

^ ** rotor wirings^ altogether different from those of the Nary, a fact which 



I discovered simply hy asking Stnubel to encipher^ a few letters on his machine laing 



4 



" J I;*? settings I specified. After same study I reported that in my opinion the security of the 

> 



machine was not as great as Navy thought. The result was a challenge, which I accepted. 



\ Navy gave me ten messages put tip on its machine and I was successful in solving them. 



There isn't time to go into the methods used, but if you are Interested you can find %.AT, 



them described in my brochure entitled O 

h 



o | c, 1 fef. ^ 

I m- ’ a 






Hebern built several more models for Navy and these had printing mechanisms associated y 



vw 



^4, 



Navy dropped negotiations with Hebern when it became obvious that he 

~ * n A OJ, ^ Ksl. 0 S.Cru& 



^ ^4|°with w 

$ s jWvtSov^j. aA&r 6 * 4 Cifi/pk H a^-> WtffS^L IX . 

^4 was not competent to bdld“what Navy then established its own 

*4* « 






l A 



M 



cryptographic research and development unit at what Is sow known as the Naval Weapons 
Hast in Washington. Army developed at the Signal Corps Laboratories at Fort Mammoutb 
am h machine known as Converter M-134, and ^here’s a slide (Fig. 35) showing what it 



looked like. Army and Navy went separate ways in such work for a number of years but 



. Ji 5*/ 



finally. In 1938 or 1939, dose collaborating brought as a result an excellent machine 

<& 



which was developed and produced in tjuantity^lby the ^letype Corporation Chicago. 



This machine was distributed and used very successfully by all our Armed Forces from 

^v. Twt tJr 



1940 to the end of World War II and for some years thereafter. 
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the internal works which control the rotating elements and ciphering 



wheels .(you will see them later) "but I must show you the next step in the im- 



provement of such i cryptographic machines, which made it possible to eliminate 



the tedious job of recording, by hand on paper, the results of encipherment or 



decipherment. This was done by means of a printing mechanism which was associated 



with the c 
A 



c machine. Here is a slide (Fig. 28) which shows the assembly— 



the B-211 connected to a Remington electric typewriter, modified to be actuated 
by impulses from the cryptographic machine . Of course, it was natural that the 



next step would be to make the recording mechanism an integral part of the crypto- 



graphic machine. This you can see in the ne*t slide (Fig. JO), in which the four 



rotating members referred to in connection with Fig. 27 and which control the two 



commutators also mentioned in connection with that figure are clearly seen. The 



- r . *?-6 

slide-bar mechanism' at the right, called the "barrel" or "cage", controls the 

/V 



displacements of the printing wheel in front of it and causes the proper letter 



to be printed upon the moving paper tape seen at the front of the machine. 



Now we come to the next and a very important development, one first conceived 



by a European inventor, who was followed soon thereafter, but independently, by 

ftTI American inventor. T y. +>!■? a Q^wonno 4*Vi a l^aKiaan 4-Via lraira a-P 4-Vi/a 



In this advance the circuits between the keys of the 



keyboard and the lamps of the indicating board are varied by electrical circuit — 



changers called "rotors”, which rotate between fixed members called "stators ". 



In Europe the first of such machines put upon the market for purchase by anyone 



desiring one is shown in the next slide (Fig. 31). The machine was appropriately 



named the ENIGMA. — for solution of messages enciphered by its means was believed 



to be impossible. 






In Fig. 31 at--the-4»#t^iabeied“‘I*) is seen the machine with the top cover 

A- 



plate closed. At the front is the keyboard; above it the indicator board, con- 



sisting of lamps underneath glass disks upon which letters have been inscribed. 



yWS.** - ^ 

Above the indicator board and— t©—the=Te ft are seen . the pepirpheries of four metal 
notched wheels,^ a±_the— lefst-^ 4 . switch which can be set to "encipher", "de- 

cipher" or "neutral" positions^ At— the— right' in Fig.Sl^-±abeiedr-J3^, the top To 



cover plate has been removed, exposing the internal cipher ing mechanism. Three h?y 

c 



vl§/ I have some doubts on^thi u ue s t i on of priority of invention' in this case, 
^ccn^c^'^^.gebern began working m . 1910 or 1911 , although his first U. S. 

*** b application* was filed' on r f 'ii>v_V 1 \STl . The date of conception may be?earlier tha 



application^was filed' on » „ The date of conception may be^ earlier than 

19%$, I do not know what It' The date on which the application for a patent 



.. ±9*>y> i uo non Know wnan ix was. Tne aaxe on wnicn the application for a patent 

TTT? ona\rotor machine was filed in Europe in , by ari Baeisfe inventor named 

70^ % ^ U 
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shov you the internal wo rite which control the rotating elements and ciphering 

"it* 

. hut I mus t -s how yo u the next step in the in* 



wheels 






proveaent of such cryptographic machines, which made it possible to eliminate 
the tedious Job of recording, by hand on paper, the results of encipherment or 
decipherment. This was done by means of a printing mechanism which was associated 
with the cryptographic machine. Here is a slide (Fig. 28 ) which shows the assembly- 
tie B-211 connected to a Remington electric typewriter, modified to be actuated 
by impulses from the cryptographic machine. Of course, it was natural that the 



next step would be to make the recording mechanism an Integral part of the crypto* 



-VA 



graphic machine. This you can see in the nest slide (Fig. 30), In which the four 



( 






rotating members referred to in connection with Fig. 2 7 and which control the two 
commutators also mentioned in connection with that figure are clearly seen. The 
slide-bar mechanism at the right, called the "barrel" or "cage", controls the 
displacements of the printing wheel in front of it and causes the proper letter 
to be printed upon the moving paper tape seen at the front of the machine. 

. Nov we come to the next and a very important development, one first conceived 

by a European inventory who was followed soon thereafter, but Independently, by 1 ^ - x 

' 1 

an American Inventor. In this advance the circuits between the keys of the 
keyboard and the lamps of the indicating board are varied by electrical circuit— 



rl>. / 



changers called "rotors ”, which rotate between fixed members called "stators ". 



/ 






In Europe the first of such machines put upon the market for purchase by anyone 



W” desiring one la shown in the next slide (Fig. 31) . The machine was appropriately 
named the ENIGMA- -for solution of messages enciphered by its means was believed 



Z\ 



to be impossible,, nearly s v . 

In Fig. 31 at the deft (labeled I) is seen the machine with the top cover 
plate closed. At the front is the keyboard; above it the indicator board, con- 
sisting of lamps underneath glass disks upon which letters have been inscribed* 
Above the Indicator board and to the left are seen the peirpherles of four metal 
notched wheels, at the left a switch button which can be set to "encipher", "de- 
cipher” or "neutral” positions. At the right in Fig. 1 (labeled II), the top 
cover plate has been removed, exposing the internal ciphering mechanism. Three 



, } 



i 

*.* \ 
r~> 



.W- 

vf Het __ 

^ ^afplicatiofi^was filed on Fioao&n. 'pa,\ , The date of conception may be*earller than 

y^jhrc 19l^j Ipdo^not^know what it was. The date on which the application for a patent 

on a^rotoa^racnla® was filed in Europe in n , by a^Saaieh inventor named 



I have some doubts, action of priority of invention in this case. 

^ < Hebern began working on in 1910 or 1911, although his first U. S. 

- J S) am 1* MaaA mW. AaXa XJ — Ji _ 
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rotors or connection changers "in cascade" can be seen attached to notched rings. 
The rotors serve to change the circuits between the keys of the keyboard to the 
lamps of the indicator board. In such a rotor there is a circle of 26 equally- 
spaced contacts on the left face and a similar circle of contacts on the right 
face; wires passing through to rotor connect the contacts on the two faces, two 
by two, and these connections are arbitrarily made. The rotors have engraved or 
painted on their peripheries the 26 letters of the alphabet, which A efrtero can be 
seen through small windows In the cover plate/' so that the rotors can be aligned 
to the initial key setting. At the left of the first rotor is a stator, on the 
periphery of which are also 26 letters of the alphabet. This stator also has a 
circle of 26 equally-spaced contacts, but these are only on its right face and 
the contacts are connected by wires to 26 double-pole, double-throw switches 
operated by and associated with the 26 keys of the keyboard. The connections 
between the 26 contacts on the stator and the 26 switches of the keyboard are 
fixed. But the stator is rotatable and its position at any time can also be seen 
through a window, labeled 3 in Fig. 31 (I), so that the Initial setting of the 
stator and the three rotors can be seen through the four windows . The initial 
settings of these four elements constitute the key for the starting point in 
ciphering operations. 1 used the expression "in cascade" a moment ago, in refering 
to the rotors, which simply means that the current initiated by depressing a key 
of the keyboard passes through the stator and then through all three rotors be- 
fore reaching a lamp of the indicator board. In the TCNICMA, when the current 
exists from the third rotor, that is, the last rotor at the right, it enters 
into another stator also having a circle of 26 contacts, but these are only^its 
left face. This stator is fixed, or non- rotatable, and its contacts are connected, 
two by two, by 13 internal wires . This stator, called a "reflector^ ,) serves to 
return the current, which exists from one of the 26 contacts on the right face 
of the third rotor, back into one of the 23 other contacts on the right face of 
that rotor, thence back through a contact on the left face of that rotor into a 
contact on the right face of the second or middle rotor, thence through the first 
rotor to a contact on the right face of the left-hand stator. The circuitry in 
this machine insures that if ApsK c , for example, then KpsAc, in the same position 
of the rotors, that is, the cipher process is reciprocal in nature. The circuitry 
can be seen in Fig. 32. It also has as a consequence that no letter can encipher 
itself ^that is, Ap, for example, can never be represented by A c , no matter what 
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rotors Ofccor;-«e%4oB2=ciiBiigasi^ ; ^i be seen attached to notched rings. 

i/j cS^-o ^ 4 *, 4 - & va«XP-?jc. ■ 
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lampq o ^t h p ^indie ^ r “boag<t . in t&p&Ljf rotorj there is a circle of 26 equally- 

, , ,, 

spaced contacts on the-le# t face^tmrt ■j^rcdmllfir.-fti rclft iOfi.noataete~oB- 1 dte^ight 
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-fbee; wires passing through ^ rotor connect the contacts on A t]^4«0“£aee8y~tvo ' 
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by ta^'jaad thane eattneetlonB-~agft ^arhltrar $gy made. The rotO» have engraved or 

v A ^ 

i *—* 1 

painted on their peripheries the 2 6 letters of the alphabe t, which letters- can be 



y'\/' seen through small wind owns in the cover plats ^so that the rotors can be aligned 

C/Ua^ ' ^ ^ %e*i* iWt. i (a (L/jwta-iiCa a ~-hj{ 

to jfche initial key setting. At the left of the -first rotor^ is a stator^ Hsn-the ^ 



p eriphery Q£-which_are~aIso.- 26 -l 9 tter 3 of-the- -alphabet* This stator “also has a 



eat 



circle of 26 eauallv-snaced contacts, but these are only on its rlkht face 

the contacts are connected by vires to 26 double -pole, double-throw switches c. 

operated by and associated with the 26 keys of the keyboard. |]i!he connections 
*- - „ 4**? * % 

between the 2 6 contacts on the. stator, and the 26 switches of the keyboard are 



*-, - - 1 1 ( How, " ) 

fixed. ^ But the stator Is rotatable, and its position at any time can also be seen 

- J Jf 1 . ; f ' , J ^ 'v. ■ fj r4r-* <3#l& i^KafirA 
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- £ _ if 



through a window, labeled 3 in Fig . 31 (I), eo-that-the initial settlag~of ‘ the 

>'V/^ cr"u*\_£ — - * 

stafcor=attfc -tha-three-Hrotor^ can be aeen through the our- windows . The initial 



settings of these four elements constitute the key for the starting point In 
cistern operations. (l used tte etpraeslon "in cascade" a nrnft ago, in raforing 
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to the rotors, which simply .means that the current initiated by depressing a key 

. r * ;y^ '■■%?*'/+ * . 

of the keyboard passes through the stator and then through all three rotors be- ^ 

V" tCr ^ f' t") .-.A-'’ ^-tevv- t- .£-—2. c^v M* 4 

fore reaching aHLamp^f"the*ind±cator-b€«strdk\ Da the .ENICMA, when the current 
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iaxiste from! the third rotor, that is, the last. rotor at the right. It enters 
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into another stator also having a circle of 26 contacts j but these are only its 
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left face. This stator is fixed, or son-rotatable, and its contacts are connected. 
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two by two,^ by 13 internal vires. This stator, called a "reflector "^. .'serves to 

-iaJfcr 



return the current, which ^xlfts^from one of the 26 contacts on the right face 
S-W«st*M^aA X *<,' tKT ^ 1 ‘ 

(of the third rotor, baclT into^oao of the 2$ other contacts on the right face of 

'Sv-r, 2 .^- 

that rotor, thence back through a contact on tike left face of /that rotor] into- a 

'4U3t,s,p ^vjv-4-, '1"- f6-&S~ , ujro s^5c.C^ti EU.fr ■'v 'i? 



K contact on the right face of ]ths second or Biddle] rotor, thence^ through- the first* 



4 ®ft*haad stator* The circuitry In 
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this machine insures that if ApaKc, ■ for example, then KpaAe, in the same position 



rotor to a contact on the j'lght face o: 



of the rotors, that is, the cipher process is reciprocal in nature. The circuitry 
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can be seen la Fig. 32 r it also has as a consequence that no letter can encipher 
Itself that is, Ap, for example, can never be represented by Ag, no matter what 
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position of the three rotors and the left-hand stator happens to be. The same 



is true of all ,tha other 26 letters of the alphabet. The three rotors a^e' inter- 



changeable^ so that jX 2X1 or six pe imitative arrangements of these rotors is the 



\ 



maximum possible, since in this construction the rotors cannot be ^inserted in an 

v V-s?t i«- 

"upside-down" position. Inother types of such machines the rptors are made so 



that they can be inserted in either a "rightside-up" or in^ah "upside-down" posi- 



tion. This makes possible a maximum of 6x4x2 or 4S permutations of the three 
rotors. Of course, if more than three rotors are available, from which a selection 
of three can be made, the possibilities increase^very considerably. The stator 
at the left can be moved only by hand; the reflector at the right is fixed in 



this model of the ENIGMA. Depressing a key 'of the keyboard causes the first rotor 

to advance one step, thus changing the .dlrcuit'f rom the left-hand stator, thence 

f \ 

through the rotors to the reflector,/ thence back \prough the rotors to the left- 



hand stator, thus causing a secoiw depression of the >ame key to produce a different 



\ 



equivalent. I won't take the /time to tell you about how the rotors are caused to 



V 



advance so that almost 17,000 letters can be enciphered before the window settings 



of stator and rotors rej 



to their initial alignment. (The\total number is not 
3 / — s.t v yu \ 

in this case 2o^ or jfc7, 576^ but 16,900 ( 26x25x26 ) 9 for technical reasons which there 



/ 

isn't time to explain. ) ^ Power for the electrical circuits is provided by small 
dry cells in £he box at the upper right in Fig. 31 (II). 



The original ENIGMA enjoyed a fair degree of success in sales but itSwas by 



no meanpr spectacular. When Hitler came into power, further sales were prohibited. 
Suffice it to say that it became the basis for machines used by the German Armed" 






forces in World War II. 
In the U. S. ( 



a California Inventor named Hebe m independently 






conceived a machine which he called an "electric code". Hebera's first patent 

Ol. Brie. 7.© T>f co t 

- application is dkt^d \3 J and^SevarfShVE-jinachine somewhat similar to the O 

ENIGMArbut with some important differences; the cipher alphabets produced by it 



were not reciprocal and, morebver, a plain- text letter could represent Itself in 

^ ^ LcA 



the cipher 



WmA. 



textV^ Hebera 



manage d—to 
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position of tb e three rotors and the left-hand stator (happens to be* The sans 
is true of all the other 26 letters of the alphabet. / The three rotors are inter- 
changeable, so that 3 £2^1 or six pe imitative arrangements of these rotors is the 
wayfmm possible, since in this construction the rotors cannot be inserted in an 
"Upside-down" position, m other types of such machines the rotors are made so 
that they can be Inserted in either a "rights ido -up” or in an "upside-down" posi- 
tion. Oils ashes possible a maxima of 6x4x2 or 46 permutations of the three 

rotors. Of course, if acre than three rotors are available, from which a selection 

/> 

of three can be made, the possibilities increase very considerably. The stator . 



at the 



can be moved only by hand; the reflector at the right is fixed in 






— _ . ■ ■ - 

this model of the ENIGMA. x Depressing a key of the keyboard ^causes the first rotor 
to advance one step, thus changing the circuit from the/ left-hand stator, thence 
. through. the rotors T to the reflector, thence back through the rotors, to the 1 left- 
handi stator. thus causing a second depression of the same key to produce a different 
equivalent. 1 won't take the time to tell you about bow the rotors are caused to 

W u. W 0OV>VWV P ’-»J1' V» H &» w- C 4- <£ 

advance^ so that almost 17,000 letters can be enciphered before the [window settings 

c~i~\ f£j. /u. 

of (stator and? rotors return to their initial alignment. (The total number is not 
/ In this case or 17f576^but 16,900 (26x25x26)^ for technical reasons which there 
isn't time to explain.) Power for the electrical circuits is provided by small 
dry cells in the box at the upper right in Fig. 31 (II) . 

TVv»*i Vr-fi Jig JV*-+ 

The original ENIGMA enjoyed a fair degree of success in sales but it was by 
no means spectacular. When Hitler came into power, further sales were prohibited. 
Suffice it to say that it became the basis for machines used by the German Armed 
Forces in World War II. 

m the 0. S.^in about 1910, a California Inventor named Hebern independently 
^ ^ conceived a machine which he called an "electric code". Hebern* s first patent 
application is dated and covers ^machine somewhat similar to the 

t^i Mv/i 

ENIGMA but with same important differences; the cipher alphabets produced by it 

f 

were not reciprocal and, moreover, a plain-text letter could represent Itself in 
the cipher text. Hebern managed to avoid these two weaknesses by incorporating 

, A*- rl ~ ir* f ✓ 

x/ a switch plate which could be set one way for enciphering and deciphering another 

, H, 1 L- ( r- 

way. On the other hand, not as is the case of the ENIGMA, the electrical currents 
made only one traverse through the rotors., rather than two traverses; into the 
rotors via one circuit and back through them via another circuit, as is the case 
in the ENIGMA, in the HEBERN, in encipherment the current went in one direction 
through the rotors and! In decipherment la the reverse direction via the same path. 
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She Msrshall-Dewey correspondence Is so important in cryptologic history 
that Z feel that the whole of It Should he included even in this brief history. 
When the letter was written it was, of course, SOP SECRET and it was only tinder 
great pressure from certain members of the Joist Congressional Committee 
that General Marshall revealed its contents. 8 Thus, it came into the public 
domain not only on the very day that General Marshall vas forced to place 
It in evidence— its publication caused a great sensation in the newspapers — 
hut also Then the 40 volumes of the Hearings of that CcsmdLttee were published 
and put on sale by the Superintendent of Documents of the Government Printing 
Office. The disclosure of the contents of the Marshall-Devey correspondence 
vas Indeed such a sensation that LIFE magazine printed the Thole of it in its 
issue of 17 December 1945, with the following introduction; 



MARSHALL- DEWET L3 






GENERAL TOLD CA1 






5 WE HAD BROKEN JAP CODE 



During the 1944 election campaign General George C. Marshall 
wrote two letters to Republican Candidate Thomas E. Dewey, telling 
him that Army cryptographers had broken the Japanese "ultra" code. 

This fact vas first revealed in a story by LIFE Editor, John Chamberlain, 
which appeared in LIFE, Sept. 24. Marshall's purpose, Chamberlain wrote 
was to forestall Dewey’s revelation of that fact in a possible attack ■ 
• on the Roosevelt administration's Japanese policy before Pearl Harbor. 

The actual text of the letters remained secret until ’act week, when 
General Marshall appeared before the Congressional Caamittee 
Investigating Pearl Harbor and made the letters public. They 
appear below. 



When he had finished reading the first two paragraphs of the 
first letter. Governor Dewey stopped bee same, as the Chamberlain 
article reported, "the letter might possibly contain material which 
had already case from other sources, and that anyway, a candidate 
for President was in no position to make blind promises." General 
Marshall sent the letter back again with an introduction which re- 
lieved the governor of blading conditions. This time Dewey read the 
letter and after much thought and discussion decided not to make use 
during the campaign of any information he previously had. 



FIRST LETTER 
TCP SHORES — 

(FOR MR. DEWET'S EXES ORLY) 



25 September 1944 



My Dear Governor; 

I am writing you without the knowledge of any other person except 
Admiral King (who concurs) because we are approaching a grave dilemma in 
the political reactions of Congress regarding Pearl Harbor. 



b So far as i 'am aware it has neither been ascertained nor disclosed, if 
known, who gave Governor Dewey the information. But it Is a fact that aa a 
patriotic citizen, he acceded to General Marshall's request— he made no use 
whatever of the vital secret information during the campaign oaf after it. 

TIME'S account specifically states that Dewey "held his’ 1 tongue. The War 
Department's most valualbe secret was kept out of the campaign." I know 
this to be true.- — WFF'~ — 
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You will understand from the foregoing the utter tragic conse- 
quences if the present political debates regarding Pearl Harbor dis- 
close to the enemy, German or Jap, any suspicion, of the vital sources 
of information we now possess. 

r-> | 

The Robert’s; report on Pearl Harbor had to have withdrawn from 
it all reference to this highly secret matter, therefore in portions 
it necessarily appeared Incomplete. The same reason which dictated 
that course is even more important today because our sources have 
been greatly elaborated. 

As a further example of the delicacy of the situatlor/sosne of 
Donovan's people (the OSS), without telling us, instituted a secret 
search of the Japanese Embassy offices in Portugal. As a result 
the entire military attache ■'Japanese code all over the world was 
changed, and though this occurred over a year ago, we have not yet 
been able to break the new code and have thus lost this invaluable 
information source, particularly regarding the European situation. 

A recent speech in Congress by Representative Harness would 
clearly suggest to the Japanese that we have been reading their codes 
though Mr. Harness and the American public would probably not draw 
any such conclusion. 

The conduct of General Elsenhower's campaign and of all oper- 
ations in the Pacific are closely related in conception and timing 
to the Information ve secretly obtain through these Intercepted 
codes. They contribute greatly to the victory and tremendously to 
the savings of American lives, both in the conduct of current operations 
and in looking toward the early termination of the war. 

I am presenting this matter to you, for your secret information, 
in the hope that you will see your way clear to avoid the tragic 
restate with which ve are now threatened in the present political 
campaign. 1 might add that the recent action of Congress in requiring 
Army and Davy investigations for action before certain dates has 
compelled me to bring back the corps commander. General Gerov, those 
troops are fighting at Trier, to testify here while the Germans are 
counterattacking his forces there. This, however, is a very jnihor 
matter compared to the loss of our code inf carnation . 1° 

Please return this letter by bearer/' I will hold it in ay 
secret file subject to your reference sbold you so desire. 

Faithfully yours, 

G. C. Marshall 

SECGHD LETTER 
TOr OBCRBf - 

(FC® MR. DEWEY'S EYES QKLY) 



2T September 19H 



My Dear Governor! 








Colonel Clarke, my messenger to you of yesterday. Sept. 56, has 
reported the result of his delivery of ay letter dated Sept. 25. 

I understand him you (A) were unwilling to ccsaalt yourself to any agree- 
ment regarding "not communicating its contents to any other person” in 
view of the fact that you felt you already knew certain of the things 
probably already referred to in the letter, as suggested to you by 
seeing the word "cryptograph," and (B) you could not feel that such 
a letter as this to a Presidential candidate could have been addressed 
to you by an officer in w position without the knowledge of the 
President. 



10 The lsus't two sentences in this paragraph were omitted from the Second 
Letter. See footnote 11 below.— WFF 
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As to (A) above I an quite will lug to; hare you read what cones 
hereafter with the understanding that you are bound not to ccnnuni- 
cate to any other person any portions oh which you do not sow have 
or later receive factual knowledge fr on some other source than ays elf . 
As to ($) above you have ay word that neither the Secretary of War nor 
the President has any Intimation whatsoever that such a letter has been 
addressed to you or that the preparation or sending of such a communi- 
cation was being considered. 







I assure you that the only persons who saw or know of the existence 
of either this letter 9 ? ay letter to you dated Sept. 25 are Admiral 
King, seven key officers responsible for security of military communications, 
any my secretary who typed these letters. 



I am trying ay best to make plain to you that this letter is 
, being addressed to you solely cm my initiative. Admiral King having 
k'/ been consulted only after the letter was drafter, and X am persisting 

j in the matter because the military hazards involved are so serious 

that X feel some action is necessary to protect the interests of our 
armed forces. 

/ 

(The second letter then repeated substantially the text of the 
/ first letter except for the first two paragraphs) . 

'i LIFE failed to note that the last two sentences in the penultimate 

i- 

/ paragraph of the "First Letter" were omitted from that paragraph in the 
"Second Letter," but there is no explanation for the emission. 11 Perhaps 
it was simply for the sake of brevity, but this seems Improbable. 

In my first lecture X called attention to the fact that the acoount given 

i 

'1 

In the TIME article gives credit to Army cryptanalysis for providing the secret 
communlcstloaB intelligence "which enabled our Navy to win such spectacular 
battles as those of the Coral Sea and Midway, and to waylay Japanese convoys," 
whereas the credit for the coomunications intelligence which enabled our Navy 
to win these battles was produced by Navy cryptanalysts. One cannot blame 
the editors of TIME for making such a bad error because the source of the error’ 
can be traced directly to General Marshall's letter itself. Several years ago 
I asked ay freind Colonel Clarke, who bad carried General Marshall's letter 
to Governor Dewey and who was at the time a hi^a level officer in G-2, how 
such an error had crept Into General Marshall's letter/ and was told that 
the letter which had been prepared for General Marshall's signature did not 
meet with the General's whole-hearted approval and that the General himself had 
modified it. Perhaps that Is how the e rr o r to which X have referred crept into 
* 'it. One could hardly expect General Marshall to be entirely familiar with 

t 

the technical cryptnnalytlc details involved in what he wanted to tell Governor 






J ! 

e 

V A 1 '•> 



/ / 
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Dewey, nor should one criticize him for not being able, in his very busy days and 

11 Die sentence beginning "I might add. . and the one beginning "Shis, 
however is . . ." ware emitted.— WFF 
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very heavy pressure of events, to hear in mind, or even to know about the 
differences between the en«y system* worked upon by the respective and separate 
Amy and navy erypfcanalytic organizations. It is of course possible, indeed it 
may be that in the cases of certain Important naval operations valuable COUNT 
came from messages read by Army cryptanalysts and this say be what confused 
General Marshall in implying that all the credit belonged to them because of 
their solution of the Japanese highest-level diplomatic cryptosystems, the one 
'that used the so-called "Purple Code," which wasn't a "code" but a cipher 
machine. 

Since the period during which the disclosures of the Joint Congressional 
Investigation were made, disclosures which were disastrous so far as concerns 
the important accomplishments of the two services, before and after the Pearl 
Harbor attack in the field of communication* intelligence, and much less has been 
written and is now in the public domain regarding those accomplishments, but 
fortunately no technical details of significance have been disclosed. Bints 




-A - - The Majority Report made five main recommendations, of which xne secuuu. 

. . . vji/ REF ID : A62 837 

is of special interest^ 

1 That there he a complete integration of Army and Navy intelligence 
agencies in order to avoid the pitfalls of divided responsibility which 
experience has made so abundantly apparent; that upon effecting a unified 
intelligence, officers be selected for intelligence work who possess the 
background, penchant, and capacity for such work for an entended period 
of time in order that they nay became steeped in the ramifications and 
refinements of their field and employ this reservior of knowledge in 
evaluating material received. The assignment of an officer having an 
aptitude for such work should not impede his progress nor affect his 
promotions. Efficient intelligence services are just as essential in 
time of peace, as in war, and this branch of our armed services must always 
be accorded the important role which it deserves. 

I assume that due note of this recommendation has been taken by the 

services but how far it has been possible and practicable to insure that the 

recommendation has been carried out or will be I do not know. In this connection 

I think it may be of interest to cite what the distinguished commander wham I 

have already mentioned, General Omar Bradley, has to say on this pointV^ 

In their intelligence activities at Allied Forces Headquarters, the 
British easily outstripped their American colleagues. The tedious years 
of p r ew ar studies the British had devoted to areas throughout the world 
gave them a vast advantage which we never overcame. The American 

\2£79th Congress, 2nd Session, Senate Document No. 244, Washington: Government 

Printing Office, 1946, p. 232 . 

\ y Ibid, page 514. 

\|/ Ibid , page 253. 

\5 /0p. Cit ., page 33- 
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Army's long neglect of intelligence training was seeon reflected by the 
ineptness of our Initial undertakings. For too many years in the 
preparation of officers for command assignments, we had overlooked 
the need for specialization in such activities as intelligence. It is 
unrealistic to assume that every officer has the capacity and the 
inclination for field command. Many are uniquely qualified for staff 
intelligence duties and Indeed would prefer to denote their careers to those 
tasks, Yet Instead of grooming qualified officers for intelligence 
assignments, we rotated them through conventional duty tours, making 
correspondingly little use of their special talents. Misfits frequently 
found themselves assigned to intelligence duties. And in some stations 
G-2 became a dumping ground for officers ill suited to line command. 

I recall how scrupulously I avoided the branding that came with an 
intelligence assignment in my own career. Had it not been for the 
uniquely qualified reservists who so capably filled so many of our 
Intelligence &pbs throughout the war, the army would have found itself 
badly pressed for competent intelligence personnel. 

Have some of you pondered over the reason why an officer who reaches 

the highest level of command in any army, ours as well as in foreign armies, 

is called a "general officer" or "General?" It is because he is supposed to have 

by diligent study and first-hand experience learned something about everything 

connected with military operations. But a high-level generalist is not a specialist 

in all the operations under his cognizance and responsibility. As a field 

commander the generalist could conduct his operations satisfactorily without 

being a specialist In all the phases of warfare before the latter became so 

complex as it has became in modern times. He can perform satisfactorily even 

brilliantly, even now, provided he has competent specialists to assist him. 

And it is in the very Important areas of cryptology, in CCMINT and COMSEC for 

military, naval and air operations and services that you; if you became real 

specialists, can be of utmost assistance to field commanders, the generalists, 

That is where you come Into the picture— as their responsible and qualified 

specialists in the quite complex operations of cryptology as applied in modern 

warfare. 

But let us leave speculations as to the possible applications of cryptology 
i 

in modern ^fare in the future, interesting as they may be, and continue with 
our history of such applications in the past. Let us first dispose of certain 



* 



oJL' 

/ 



comments in the CCMIHT area of that history, and specifically to the rolfe that 

CCMUJT (or "Magic" ) played, not only In the events preceding the attack on 

uiWtel^ 

Pearl Harbor but also in the military, naval and air operations ^ ensued, not only 
in the Pacific but also In the European Theatre. 

You will recall that in the first lecture I called to your attention an article 
which appeared in the IT December 19^5 issue of TIME magazine, and which was 
based upon a letter that the late General George C. Marshall, then Chief of 
Staff of the Army, wrote to Governor IQiamas E. Dewey, Republican candidate for 
President in the 19^4 election campaign. Here is a picture showing how the two 
principles looked at that time (Fig. l). In that letter, which was written on 
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Army’s long neglect of intelligence training van eeeon reflected by the 
lneptaess of cmr initial undertaking*. For too assay year# in the 
preparation of officers for wanfl assignments, we had overlooked 
the need for specialization in such activities as intelligence, zt is 
unrealistic to assume that every officer has the capacity and the 
Inclination for Held command, Many am uniquely qualified for staff 
Intelligence duties and indeed would prefer to denote their careers to those 
tasks. Yet instead of grooming qualified officers far intelligence 
asslgnnunte, we rotated them througi conventional duty tours, making 
correspondingly little use of their Special talents. Misfits frequently 
found themselves assigned to intelligence duties. And in sene stations 
G-2 become a dumping ground for officers ill suited to line ceexend. 

1 recall how scrupulously 1 avoided the branding that can* with etc 
~ intelligence assignment in ay own career. Sad it not been for the 
uniquely qualified reservists Who so capably filled so many of our 
in telligenc e jobs throughout the war, the any would have found itself 
badly pressed for competent intelligence personnel. 

Save soma of you pondered .over the reason why an officer who reaches 

the hiffceat level of casaand is any s»y* ours as well as in foreign armies, 

is called a "general officer" or "General?" Xt is because he is supposed to have 

by diligent study end first-hand experience learned something about everything 

connected with military operations. But a high-level generalist is not a specialist 

in all the operations under his cognizance and responsibility. As a field 



commander the generalist could conduct his operations satisfactorily without 
being a specialist in all the phases of warfare before the latter became so 
complex as it has become in modem times. He can perform satisfactorily even 
brilliantly, even now, provided he has competent specialists to assist him. 

And it is in the very important areas of cryptology, in CCMtST and CCMSEC fear 
military, naval and air operations and services that you, if you became red 
specialists, can be of utmost assistance to field coagaadars, the generalists. 

That is where you came into the picture— as their responsible and qualified 
specialists In the quite complex operations of cryptology as applied in modem V 
varfare, i% 
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But let us leave speculations ae to the possible applications of cryptology v. \ 
in modem fare in the future, interesting as they may "he, end continue with 
our history of such applications in the past. Let us first dispose of certain 
o assents in the COURT area of that history, and specifically to the nolo that 
CCMXHT (or " Magic ") played, not only in the events preceding the attack on 

> Pearl Harbor but also in the military# naval and air operations ensued, not only 

A 

in the Pacific but also in the European Theatre. 

You will recall that in the first lecture X called to your attention an article 
which appeared in the IT December 1S&5 issue of TIME magazine, end which was 



based upon a letter that the late General George C. Marshall, then Chief of z 

Staff of the Amy, wrote to Governor Thomas E. Dewey, Republican candidate for 

President in the 19 M 1 election campaign. Here is a picture showing how the two 

ais 

principles looked at that time (Fig. 1). Xa that letter, which was written on 
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27 September 19 44, General Marshall practically begged Governor Dewpy to say 
nothing during the campaign about a certain i^jce of very Vital Inf ormation 
which General Marshall had reason to believe had became known to Governor 



Dewey, It having been "leaked" to him by persons not authorized to disclose It. 
The Information dealt with the fact that the U. S. had been reading certain 



high-level Japanese codes and ciphers even before the attack on Pearl Harbor. 

The vital point which General Marshall wanted to convey to Governor Dewey vaB that 
not only was the Information which had surreptltously been given to Governor 
Dewey true, but more important were the following facts viz, that (l) the war 
was still In progress; (2) the Japanese were still using certain of the pre-Pearl 
Harbor cryptosystems; and ( 3 ) the U. S. was still reading the secret Tne.se- 
cammunicatlans In these systems a as well as certain other enemy communications. 
Therefore, it was vital that Governor Dewey not use the information which had 
come into his possession as to our reading Japanese secret communications prior 
to the attack on Pearl Harbor and that he not use as political ammunition the 



unproved assumption, or even if the assumption were true; that the attack should 
not have caught us by surprise. 1 said in that first lecture that I might later 
give further extracts from TIME'S account and, to continue the extracts from 
that account, here they are: 

General Marshall had a long series of bad moments after U. S. 
flyers, showing a suspicious amont of foresight, shot down Admiral 
Yamaoto's plane at Bougainville in 19^3- Gossip rustled through the 
Pacific and into Washington cocktail parties; General Marshall got to 
the point of asking the FBI to find an officer "who could be made an 
example of." (The FBI, fearful of looking like a Gestapo, refused). 



Once a decoder was caught in Boston trying to sell the secret. 

Once, well-meaning agents of the Office of Strategic Services ransacked 
the Japanese finbassy in Lisbon, whereupon the Japs adopted a new code 
for military attaches. This code remained unbroken more than a year 
later. 6 The worst scare of all came during the presidential campaign, 
when George Marshall heard that Thomas E. Dewey knew the secret and 
might refer to it in speeches. 

- 

Yet for all these fears, the Japs never discovered that the U. S. 
was decoding their messages. Even after the surrender, the Amy still 
used Magic as a guide to occupation moves; though it had once been planed '*4 
to send a whole army into Korea, Magic showed that a single-regiment ' 

would be enough* 



s tffydfr ppp 

The letter, on stationery of the Chief of Staff's Office, bore a bold 
heading: TOP SECRET, FOR MR. DEWEY'S EYES ORLY. Candidate Thomas E. Dewey, 

his curiosity piqued, read rapidly through the first two paragraphs. 



^ If 1 ever learned about the Boston incident, I have forgotten all about 
it. But I shall never forget about the Lisbon episode. — 1 WFF 
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The information dealt with the fact that the 0. S. had been reading certain 
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give further extracts from TIME'S account and, to continue the extracts from 



that account, hare they are: 

/ General Marshall had a long u series of bad moments after 0. S. 

i/ ' flyers, showing a suspicious emmt of foresight. Shot down Admiral 

YamMto’s {lane at Bougainville in 1943. Gossip rustled through the 
Pacific and into Washin gton cocktail parties; General Marshall got to 
the point of asking the FBI to find an officer 'Sho could be made an 
example of.” (The FBI, fearful of looking like a Gestapo, refused). 





Once a d ec oder was caught in Boston trying to sell the secret. 

Once, well-meaning agents of the Office of strategic Services ransacked 
the Japanese Embassy, In Lisbon, whereupon the Japs adopted a new code 
for military attaches , This code remained unbroken more than a year 
later. ° The worst scare of all came during the 1944 presidential campaign, 
-then George Marshall heard that Thomas E. Dewey knew the secret and 
might refer to It In speeches. 

Yet for all these fears, the Japs never discovered that the 0. S. 
was decoding their messages . Even after the surrender, the Army still 
used Magic as & guide to occupation moves; though it had once been planed 
to send a whole army into Korea, Magic shoved that a single-regiment A 
would bo enough. 

secret kept 

The letter, on stationery of the Chief of Staff's Office, bore a bold 
heading: TOP SECRET, FOR MR. DEWEY'S EYES ONLY. Candidate Thomas E. Dewey, 

his curiosity piqued, read rapidly through the first two paragraphs. 



£ If I ever learned about the Boston Incident, I have forgotten all about 
It. But 1 shall never forget about the Lisbon episode. — ' BFF 
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I am writing you without the knowledge of any other person^ except 
Admiral Ring (who co ncurs ) 'b ecause we are approac hing a grave dfllemma in 
the politica l re acti ons of Congress regarding. Pearl Harbor. 




What I have to tell you below Is of such a highly secret nature that 
I feel compel l ed to ask you, ei ther , to accent It on the basis of your* not 
communicating ~lts contents to an y othe r -person and returning this letter 
or not rea d ing any further and returning the letter to the bearer. 



Torn Dewey looked up from the typewritten page. As he did the word cryptograph, 
a few paragraphs below, flashed into his vision like a red traffic light' He made”" 
his decision quickly* folded the letter, handed it back. Colonel Carter V. Clarke (in 
mufti), who had flown from Washington to Tulsa to catch up with Tom Dewey's campaign 
went backjhis mission uncompleted. [Here's a picture of Colonel Clarke, (Fig. 2). 
Judging by the scowl on his face the photograph may have been taken on the return 
from his first visit to the Governor!) 



9*J~ 



, " You have myjrord." It was September 19^4. The campaign train rolled up 
throught the Midwest, returned to Albany. A few days later Tom Dewey received 
another visit from Colonel Clarke. T 



The Colonel, again in civilian clothes* handed over another letter from General 
Marshall. The General hand changed his mind somewhat: 



f 

£.c- 



"I am quite willing to have you read what comes hereafter with the 
Understanding that you are bound not to communicate to any other person 
any portions on which you do not how have or later receive factual knowledge 
from some other source than myself. .. . You have -my word that neither the 
Secretary of War nor the President haB any intimation whatsoever that such 
a letter has been addressed to you. 

THE LOCKED FILE. Diis time Tom Dewey read on. As he turned the pages, he 
became the first man outside the high command to know the full story of "Magic" 
and what It was accomplishing in the J4kr against the Japs. ( Bee above ). The jk 
letter closed with a plea: 



"I am presenting this matter to you, for your secret Information, In 
the hope that you will see your way clear to avoid the tragic results with 
which we are now threatened In the present political campaign." 

Tom Dewey locked the letter in his files, went back to his electioneering. ' 
Though he had known before that the U. S. had cracked the Jap code, had suspected 
that this Information cast grave doubts on Franklin Roosevelt's role before Pearl 
Harbor, he held his tongue. The War Department's most valuable secret was kept 
out of the campaign. 

MEETING AT A FUNERAL. Recounting this story at the Pearl Harbor hearing last 
week, General Marshall recalled that he and Tom Dewey never discussed the matter 
in person until they met at Franklin Roosevelt's funeral last Aprils "I asked 
Mr. Dewey to came with me to the War Department and I showed him current Magic 
showing Japanese movements. His attitude was friendly and gracious." 




Had Marshall ever told Franklin Roosevelt of the letters to Dewey? Said 
Marshall: "Dae President died without knowledge of It." 







The Pearl Harbor committee blithely tossed away one still-secret 17. S. 

OemewMBBi* weapon. George Marshall's letters to Governor Dewey ( see above ) mentioned a 
that the U. S. , with the help of the British had decoded German as well as Japanese 
messages* George Marshall begged the Committee to cut out these references. The 
Committee refused. 




Publication of the letters thus gave the Germans their first knowledge that their 
code had been broken. It was also a branch of diplomatic oof i dene e with the British* 
who had let the U. S. In on the secret on the understanding that It would be kept. 



% 



J/ "A few days later . . . " But note that the First Letter Is dated 25 September 19^, 
e Second Letter, Me L 27 September. It is possible that Colonel Clarke ws03 
unable to deliver the letter Immediately but my recollection is that he did deliver 
it the next day — WFF 
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Z am writing you without the knowledge of any other person^ except 
Admiral King (too concurs) because we are approaching a grave dilemma in 
the political reactions of Congress regarding Pearl Harbor. 










X 



' What Z have to tell you below is of such a highly secret nature that 
Z feel compelled to ask you either to accept it on the basis of your not 
communicating its contents to any other person and. returning this letter 
or not reading any further and returning the letter to the bearer* 



t 



Ton Dewey looked up from we typewritten page. As he did the word cryptograph, 
a few paragraphs below, flashed into his vision like a red traffic lightT He made 
p hi s decision quickly^folded the letter, handed it back. Colonel Carter V. Clarke (in 

mufti), who had flown from Washington to Tulsa to catch up with TOm Dewey’s campaign 
y K l went back^hls mission uncompleted. “Here's a picture of Colonel Clarke, (Fig. 2). 

7 Judging by the scowl on his face the photograph may have been token an the return 
from his first visit to the Governor. . . 
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"You have my word.” Zt was September 1944. The campaign train rolled up 
throught the Midwest, returned to Albany. A few days later Tom Dewey received 
another visit from Colonel Clarke.'^ 



5 The Colonel^agaln in civilian clothes^ handed over another letter from General 

y Marshall. The General hapli Changed his mind somewhat; 



"I am quite willing to have you read what comes hereafter with the 
understanding that you are bound not to communicate to any other person 
any portions on which you do not how have or later receive factual knowledge 
X from some other source then myself. . You have fey word that neither the 
Secretary of War nor the President has any Intimation whatsoever that such 
X" a letter has been addressed to you. .. 



Q x. V 



THE LOCKED FILE. This time Tom Dewey read on. As he turned the pages, he 
became the first man outside the high command to know the full story .of "Magic" 
and what it was accomplishing in the ytnx against the Japs . (see above) . The 
letter closed with a plea; 1 




"I am presenting this matter to you, for your secret information, in 
the hope that you will see your way clear to avoid the tragic results with 
which we are now threatened in the present political campaign." 



x^ Tom Dewey locked the letter in his files, went back to his electioneering^^ 

Though he had known before that the U. S. had cracked the Jap code, had suspected 
that Shis Information cast gr a ve doubts on Franklin Roosevelt's role before Pearl 
Harbor, he held Ms tongue. The war Department's most valuable secret was kept 
out of the campaign. 



MEETING AT A FUHEBAL. Reco u nting this story at the Pearl Harbor hearing last 
week. General Marshall recalled that he and Tam Dewey never discussed toe matter 
in person until they met at Franklin Roosevelt's funeral last April; "Z asked 
Mr. Dewey to come with me to toe Mar Department and Z showed him current Magic 
showing Japanese mov e ments. His attitude was friendly and gracious." 



Had Marshall ever told Franklin Roosevelt of the letters to Dewey? Said 
Marshall: "The President died without knowledge of it." 

SECRET LOST 



'■) r The Pearl Harbor committee blithely tossed away one still -secret U. S. 

J\ ^Governments weapon . George Marshall's letters to Governor Dewey [(see above)] mentioned 

that toe U. S. , with toe help of the Britlsh^had decoded German as well as Japanese 
s message^/ George Marshall begged toe Cosmdttee to cut out these references. The 
Committee refused* 

Publication of toe letters tous gave the Germans their first knowledge that their 
X 1 code had been broken. Zt was also a branch of diplomatic oofidence with toe British, 
too had let toe TJ. S. In on toe secret an toe understanding that it would be kept. ' ■ 



\7/ vr A few days latar. . ." But note that toe First Letter Is dated 25 September 1944, 
X7 toe Second Letter, ;datedj 27 September. Zt is possible that Colonel Clarke weT> 

/ unable to deliver toe letter immediately but my recollection is that he did deliver 

r it the next day— WFF 

K 




